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1. IOACHUTEJIBHASA 3AIINCKA

1.1 Jucrumummaa «OcHOBBI HMH(DOPMAIMOHHON OE30MacHOCTHY» OTHOCHUTCS K MOXYIIO 4YacTH, (OpMHUPYyEMOi
y4acTHUKaMH 00pa30BaTENbHBIX OTHONICHWH, bioka 1 «/IMCIUTUTMHBI/MOIYIN» OCHOBHOW MpodecCHOHATBHOM
oOpa3oBarenbHONH TporpaMMbl 1Mo HampasieHuo moarotoBku 44.03.04 «IIpodeccuonanproe oOydeHue (1o

oTpacysimM)» (ypoBeHb 00pa3oBaHus O6akanasp). JAMCIUTIINHA SIBISETCS TUCIUTUIMHOM 110 BBIOODY.

1.2 Obmras TpynoeMKOCTh JUCIIMILINHBI COCTABISET 2 3.€., 72 Jac.

1.3 Msyuenne mucuuminHbl « OCHOBHI HH(POPMATMOHHOW 0€301TaCHOCTI OCHOBAHO HA 3HAHUX, YMEHHSAX M HABBIKAX,
MOJTYYECHHBIX TIPH WM3yYeHHH OOyJaromMMHucs cieaylomux mucnuiumH: «HpopMmaTtnka», «CHCTEMBI yIpaBlIeHHS
0azaMu  [TaHHBIX», «CrpaBOYHO-ITPaBOBHIE CHCTEMBD», «ABTOHOMHBIE  TPAaHCIOPTHBIC CHCTEMBI»,
«AIMUHUCTPUPOBAHHE MH(OPMAITMOHHBIX CHUCTEMY, «AnmaparHO-TIporpaMmMHOe obecrieueHne Wby,
«HpOopMaIIMOHHBIE TEXHOJIOTHH B 00pazoBaHumy», «MTHOOpMaIMOHHBIE CHCTEMBI B 00pa30BAHUM.

1.4 Jucummummaa «OcHOBBI HH(MOpPMAIMOHHON Oe30macHOCTH» (QOpPMHpYET 3HAHUS, YMEHHS ¥ KOMIIETCHITUH,
HEOOXOOMMBIE [UII  OCBOCHHS  CIIEAYIOIIMX  OUCHMIUIMH:  «Bcepoccuiickoe  deMImOHaTHOE — IBIDKEHHE
"TIpodeccronans"y, «IUMIOMHOE TPOSKTHUPOBaHKEY, « MH(DOPMAITMOHHOE ITPaBOY.

1.5 Lenp u3ydeHus: TUCUMILIAHBL:

(hopMHEpOBaHHE y CTYICHTOB CHUCTEMBI TEOPETHIECKUX 3HAHUH 1 IPAKTHYECKUX HABBIKOB, HEOOXOIUMBIX IS
COBEPIICHCTBOBAHUS YIPABICHUS MPON3BOCTBEHHON NEATEIFHOCTHIO B COOTBETCTBUH C TEHACHITUSIMH
COLMATEHO-?KOHOMHYECKOTO PAa3BUTHS, HHHOBAIIMOHHOH NIESTETFHOCTH B OOJIACTH YIIPABIICHNUS.

1.6 3agaum TUCITUTUINHBI:

1) chopMupoBaTh y CTYACHTOB CHCTEMY 3HAHHH, IIO3BOJISIOMINX TOHUMATE 3akoHOMepHOCcTH Vb

2) chopMuUpOBaTh y CTYACHTOB YMEHUS YIIpaBiieHus cuctremoii b

3) chopMupoBaTh Y CTYZICHTOB TIEPBUYHBIN OMBIT puMeHeHus cpenctB Ub n opranmszamuu cuctemsl b
1.7 TlepedueHp MIAHUPYEMBIX PE3YJABTATOB OOyUYCHHS MO AWCHUIUIMHE (MOYJIO), COOTHECEHHBIX C IUIAHUPYEMBIMU
pe3ysipTaTaM# OCBOEHHS 00pa30BaTeIbHON MPOTPAMMBL:

Ne

u/n Kon u HanmeHoBanne komnereHnun mo ®rroC

KO)I W HANMECHOBAHHNEC MHAUKATOPA TOCTHKCHHUS KOMIECTCHIIUN

[

[IK-9 cniocoben paborark ¢ HOPMAaTHBHBIMH JJOKYMEHTaMH, CO CIIPABOYHOMN JINTEPATypOH, APYTUMH
MH(OPMAIIMOHHBIMI UCTOYHUKAMH, CIIOCOOEH pa3pabarbiBaTh CONPOBOIUTENBHYIO OTPACIIEBYIO JOKYMEHTALUIO

[1K.9.1 3Hartb MeToAbI U cpeacTBa pa3padOTKH COIPOBOANTENLHON OTPACIEBOM JOKYMEHTALIUH.

[1K.9.2 YMeTh npuMEeHATh METO/BI U CPECTBA Pa3pabOTKH CONPOBOIUTEIILHOM
KOHCTPYKTOPCKO-TEXHOJIOTMUYECKOI JOKYMEHTAIUH.

[1K.9.3 Bnazers MeTOaMH ¥ CPEACTBAMH Pa3pabOTKH CONPOBOAMTENBHOM OTPACIeBOI JOKYMEHTALNH.

Ne ( Kox m HamMeHOBaHHE MHIMKATOpPA
O0pa3oBaTe/ibHbIE Pe3yJbTATHI 10 AUCHUILJIMHE

n/m JAOCTHKEHHs KOMIIeTeHINHT
1|IIK.9.1 3Hate MeTOIbI U CPEACTBA 3.1 3HaTh METOMBI U CPEACTBA Pa3padOTKU COMPOBOTUTEIBHOM
Pa3pabOoTKH COMPOBOTUTEIBHOM OTpacieBOi JOKYMEHTALIUH.

OTpaCHCBOﬁ JAOKYMCHTAIUU.

2|I1K.9.2 YMeTh NpUMEHATh METOABI U V.1 YMeTh NIpuUMEHSATh METOBI U CPECTBA Pa3pabOTKH

cpencTBa pa3paboTKu COTNIPOBOJUTENBHOM KOHCTPYKTOPCKO-TEXHOIOTHUECKOI
COIIPOBOJUTENBHON JIOKYMEHTAIUH.
KOHCTPYKTOPCKO-TEXHOJIOTMUECKOI
JIOKyMEHTAIHH.
3(TIK.9.3 Bnanets MeTogamMu u B.1 Brnagers MeTogamu U cpeacTBaMH pa3pabOTKH CONPOBOJUTEILHOM
CpencTBaMM pa3paboTKu 0TpacieBOi JOKYMEHTAIUH.
COIIPOBOJUTENBHON OTpaciaeBoil
JIOKyMEHTAIHH.




2. TPYIOEMKOCTD JACIUILIMHEI (MOAYJIST) U BUJIOB 3AHSITHI 1TO JUCIATIINHE
(MOJYJTIO)

Buawbl yuedHoii pa6oThl, BKIKOYAS
CAMOCTOSITEJIbHYIO Pa0OTy CTYIE€HTOB U

HaunmeHoBaHue pa3esa TUCHMIIMHBI (TEMBbI) TPYAOEMKOCTH (B yacax) Iillzg(r)(;
J 3 113 CPC
HToro mo gucuuminHe 4 6 10 48 68

IlepBblii neproa KOHTPOJIS

Knioueevie acnexmol u 6onpocwt hopmuposanus
UHpOpMaAYUOHHOT 2 2 16 20
0€30nacHOCIU COBPEMEHHOT OP2AHU3AUUN

Bormpocsr popmupoBanmst nHGOPMAITHOHHON

6e3omacHOCTH 2 8 10
COBPEMEHHOT0 00IIecTBa
[TpaBoBBIe acIeKThl HHPOPMAITMOHHON ) ] 10
6e3omacHOCTH
Sawuwennan ungpopmayuonnan cucmema. Yposnu u 6 16 22
cmpykmypa HB
Bunel 3amumiaemoit nHpopmanmu. Moaeias yrpo3 u
MOZEIb 4 8 12
MH(GOPMAITMOHHON 0€30TTaCHOCTH
Crangapruzaius B chepe nHPHOPMAITHOHHOMI ) ] 10
6e3omacHOCTH
Texnonozuu u memoowt peanuzauuu Ub 2 4 4 16 26
Cepsucel b u 3amuTa OT HHCAHIEPOB 2 8 10
Texnonoruu u metoas! peanuzauuu Ub.
KowmmurekcHast 3anura 2 2 8 12
MHHOPMAITMOHHOW HHOPACTPYKTYPHI
YcranoBka antuBupycHoro 110. Jleuenue u ) 2 4
KapaHTHH BUPYCOB
Hroro mo BumaM yueOHOH pabOThI 4 6 10 48 68
Dopma npomexcymouHoli ammecmayuu
3ager 4
HToro 3a [lepBblii nepuoa KOHTPOJIA 72




3. COAEP KAHUE JUCHUIIJIMHBI MOAVYJIA), CTPYKTYPUPOBAHHOE 110 TEMAM
(PA3IEJIAM) C YKASAHUEM OTBEJEHHOI'O HA HUX KOJIMYECTBA

AKAJIEMUYECKHUX YACOB M BUJIOB YUEBHBIX 3AHATHIA

3.1 Jleknun

HaumenoBaHnue pa3neja JTMCHUILTAHBI (MOAYJIs1)/
TeMa u cofep:KaHue

TpynoeMKocTh
(K0,1-BO 4acoB)

1. Knwueegvie acnekmut u 60npocwl hopmuposanus uH@GopmayuoHHou

be30nacnocmu co8pemeHHOll Op2anu3auuu 2
Dopmupyemvle Komnemenyuu, 00pazoeamenvHbvle Pe3yILNANIbL:
IK-9: 3.1 (ITK.9.1)
1.1. Bompocs! ¢popmupoBaHus HHPOPMAIIMOHHOMN OE30MAaCHOCTH

COBPEMEHHOTO 00IIECTBA 2
Bormpocsr popmupoBanmst nHGOpMaIMOHHON 6€301acCHOCTH
COBpEMEHHOT0 001IecTBa 2
Konnenmus nupopmanmonnoit 6ezonacaoctu Poccuiickoii @enepamnmu. PazpaboTka
KOpPIIOPaTHBHON KOHIENIINH HHAQOPMAITMOHHOH Oe3onmacHoCTH [IpaBoBbIe acleKThI
MH(GOPMAITMOHHOW 0€30TTacCHOCTH. MeXIyHapOIHOE U POCCHHCKOE 3aKOHOIATEIECTBO B
cthepe nHGOpMATMOHHON O6E30TTACHOCTH.
Y4ebHO-MeToTuIecKast TuTeparypa: 1

2. Texnonozuu u memoow peanusayuu Ub 2

Dopmupyemvle Komnemenyuu, 00pazoeamenvHbvle Pe3yILHIANIbL:

IIK-9: B.1 (I1K.9.3)
2.1. Texuonoruu u Metozsl peanuzauuu Ub. KommiekcHas 3amura

nH(pOpMaOHHONH HHPPACTPYKTYPHI 2
Texnonoruu u metoas! peanusauun Ub. KommnekcHas 3ammra
MHGOPMAITMOHHOW HHOPACTPYKTYPHI.
Cepsucel Ub: arenTrduKanms/maeHTuUKaIIs, MPOTOKOJIUPOBAHNE/ayIUT, SKpaHUPOBaHHE,
KpHunrorpadpuIeckue MeTOIbI 3aIIUTH HH(OpMannH, (GU3NIECKIE CPEACTBA 3aIUTEHI,
tyHHenupoBanue. [Ipunnune 1b.
Y4ebHo-MeToIuIecKas auTeparypa: 1, 2
IIpodeccronanpabie 6a3bl JaHHBIX U HHPOPMAITMOHHBIE CTIPAaBOYHBIC CUCTEMBI: |

3.2 JIaGopaTopHbIe

HaumenoBaHnue pa3neja JTMCHUILTHHBI (MOAYJIs1)/ TpynoeMkocTh

Tema u coaepkanue

(K0,1-BO 4acoB)

1. Knwueegvie acnexkmut u 60npocwl hopmuposanus uH@GopmayuoHHou

be30nacnocmu co8pemeHHOll Op2anu3auuu 2
Dopmupyemvle Komnemenyuu, 00pazoeamenvHbvle Pe3yILHIANIbL:
[K-9: 3.1 (ITK.9.1)
1.1. IlpaBoBble acneKkTsl HHPOPMALMOHHOM Oe301IacHOCTH 2
IIpaBoBBIe acTieKTHl HHGOPMAIIMOHHONW OE30ITaCHOCTH.
TIpenmnoceuTky CTAaHOBIEHHS MPEAMETHOW 001acTH HHGOPMAITMOHHOW 0€301TacHOCTH.
KirroueBnie Bonpocsl nHGOpMaIMOHHOM Oe30macHocTH. KoHmenys nHGopMaIoHHO’
6e3omacHocT Poccuiickoit @enepannu. PazpaboTka KopropaTHBHONW KOHIISTIITAN
MH(GOPMAITMOHHON 0€30TTaCHOCTH.
Y4ebHO-MeToIUIecKas muTeparypa: 1, 2, 3
IIpodeccronanpable 6a3bl JAHHBIX U HHPOPMAIMOHHBIE CIIPABOYHBIC CUCTEMBI: 2, 3
2. Texnonozuu u memoow peanusayuu Ub 4
Dopmupyemvle Komnemenyuu, 00pazoeamenvHbvle Pe3yILHIANILL:
[K-9: B.1 (IIK.9.3)
2.1. Texuonoruu u Metozsl peanuzauuu Ub. KommiekcHas 3amura
nH(pOpMaOHHONH HHPPACTPYKTYPHI 2

N3yuenue BCTpOEHHBIX cpeAcTB AuarHocTuxu - WMIC. 2

CpencTBaMu BCTPOEHHOM cUCTeMBI ITpoTokosnonpoBanust OC uccienoBarh sSBHbIE
IPOSIBJICHHUS BUPYCHOM aKTUBHOCTH Ha NMPUMEpE HECAaHKIIMOHUPOBAHHOTO U3MEHEHUS
HacTpoek Opaysepa




YuebHo-MeTonnueckas gurteparypa: 1, 2, 3
[Ipodeccronanbhbie 0a3bl TaHHBIX U HHPOPMALMOHHBIE CIIPABOYHBIE CUCTEMBI: 1, 2, 3

2.2. VYcranoBka antusupycHoro I10. Jleuenue u kapaHTHH BUPYCOB
VYcranoka antuBupycHoro I10. Jleuenne u kapaHTUH BUPYCOB.
Wzydenue unrepdeiica n moxyneii antusupyca Kacniepckoro.
Antusupyc Kacrnepckoro odecrieqynBaeT KOMIUIEKCHYIO 3aIIUTy KOMITBIOTEPA OT U3BECTHBIX
Y HOBBIX YTPO3, CETEBBIX M MOLIEHHUYECKUX aTak, HeXXelaTebHOH HH(OopMaIyy.
B cocrase npogykra uMeeTcst KOMOIOHEHT MOHUTOPHHT aKTUBHOCTHU, KOTOPBIN OTCIIC)KUBAET
AKTHBHOCTb POTPaMM B CUCTEME M MIPEIOCTABIISIET PACIIMPEHHYIO HH(POPMALIUIO JPYTHM
KOMITOHEHTaM 3amuThl. Kpome Toro, 6i1arogapst coxpaHsieMol HCTOPUY aKTHBHOCTH
IPOTrpaMM, KOMIIOHEHT MOXET BBIIOIHSTH OTKAaT ASHCTBUH BPEJOHOCHOM MPOrpaMMBbl Ipu
00Hapy>KEHUH BPEAOHOCHOW aKTUBHOCTH Pa3IMYHBIMH KOMITOHEHTAMH 3aIUTHI.
PexuM npoBepku Bo BpeMsi IPOCTOSL KOMIIBIOTEPA MO3BOJIUT PETYIISPHO BBIIOIHATh
MPOBEPKY U B TO K€ BPEMSI HE CHIDKATh OBICTPOICHCTBIE KOMITBIOTEpA TOT/A, KOT/[a OH
HYXEH.
st GpICTpOro KOCTyNa K OCHOBHBIM (DyHKLMSIM IPOTPaMMBI: HHAWKAIIMN COCTOSTHHS
3alIMTHl KOMIBIOTEPA, IIPOBEpKE 0OBEKTOB Ha BUPYCHI, IPOCMOTPY OTYETOB O pabore
nporpamMMsl, — peaHasHadeH rapket Kaspersky Gadget (zoctynen 1 nosip3oBaresnei
ornepanoHHo# cucrembl Windows Vista u Windows 7).
[ocne ycranoBku AHTHBHpYca Kacnepckoro BpeMEHHO NEpPEKIIIOYUTECS Ha paboTy ©
Kaspersky Internet Security, 4T00bI OLIEHUTH €0 BO3MOXXHOCTH
YuyebHo-MeTouuecKas JIuTeparypa;: 2
[Ipodeccronanbhble 60a3bl JaHHBIX U MHPOPMALMOHHbIE CIIPABOYHBIE CUCTEMBI: 2, 3

3.3 IlpakTHYecKue

HaunmeHnoBaHue pa3faeja TUCIHUITHHBI (MOAYJIs1)/
TeMa u coaep:kaHue

TpynoemMkKocTh
(K0JI-BO 4acoB)

1. 3awuwennan ungpopmayuonnan cucmema. Ypoenu u cmpykmypa Ub

6

Dopmupyemvie Komnemenyuu, 06pazoeamenvHbvle Pe3yibmManmol:
IIK-9: V.1 (IIK.9.2)

1.1. Bunasr 3amuniaemoit mHGopmanuu. Moaenb yrpo3 1 MOJIENb
MH(HOPMAITMOHHON 0€30TTaCHOCTH
Buner 3amuiaemoit uadopmarmu. Mogens yrpo3 U MOIeNb
nHpopmanonHoi 6ezonacHocTH 2
IIporpamma urdopmarorHo# 6e3onacHocTH. OpraHU3aIMOHHO-PACTIOPSAUTEIEHBIC
JIOKYMEHTHI B cpepe nHpopMarmonHoi OezomacHocty. [Tonutnka nHGOpManoHHON
0e30macHOCTH
YueOHO-MeToanYeCKast IuTeparypa: 2, 3
Ipodeccronanpubie 0a3bl JAHHBIX U UHPOPMAIIMOHHBIC CIIPABOYHBIC CUCTEMBI: 2

1.2. Crangapruszaius B chepe nHPOPMAITMOHHOW 0€30TaCHOCTH

Crangaprusauus B cepe nHGopManoHHol 0e30macHOCTH

VYnpasnenue nHdopmaoHHbIMU prckamMu. CtaHaapTuzanys B cepe nHPOPMaLMOHHON
6e3omacHoCcTH

Maremarnueckue MOJICNIN CUCTEM U MPOLIECCOB 3aIUTHl HH(OpMan
YueOHO-MeToanYeCKast IuTeparypa: 2, 3

[Ipodeccronanbhble 0a3bl JaHHBIX U MHGOPMALMOHHbIE CIIPABOYHBIE CUCTEMBI: 3

2. Texnonozuu u memoowt peanuzayuu Ub

Dopmupyemvie Komnemenyuu, 06pazoeamenvHbvle Pe3yibmManmol:
[IK-9: B.1 (IIK.9.3)

2.1. Cepsucel b u 3amuTa OT HHCAHIEPOB
Cepsucel b u 3amuTa oT HHCa1E€pOB
3anaHue A caMOCTOATEIbHOTO BBIMOJIHEHUS CTYIEHTOM:
IIpoTokonupoBaHue U ayauT. AHAIH3 3AUINCHHOCTH. 3alluTa OT MOoTepy HHpOpMaIUU 1
OTKa30B MMPOrPaMMHO-AINAPATHBIX CPEICTB.

YueOHO-MeToanYeCKast Iureparypa: 2, 3
IIpodeccronanpubie 0a3bl JAHHBIX U UHPOPMAIIMOHHBIC CIIPABOYHBIC CUCTEMBI: 3

2.2. YcranoBka antuBupycHoro [10. Jledenne n KapaHTHH BUPYCOB
N3ydenne nnaTepdetica u moxyneit antuBupyca Kacrepckoro.

6




Antusupyc Kacrnepckoro odecrieqynBaeT KOMIUIEKCHYIO 3aIIUTy KOMITBIOTEPA OT U3BECTHBIX
Y HOBBIX YTPO3, CETEBBIX U MOLIEHHUYECKUX aTak, HeXXelaTelbHOH HH(OopMaIuy.

B cocraBe nposykra uMeeTcsi KOMIIOHEHT MOHUTOPHHT aKTHBHOCTH, KOTOPBIH
OTCIIC)KUBACT

AKTHBHOCTb POTPaMM B CUCTEME M MIPEIOCTABIISET PACIIMPEHHYIO HH(POPMALUIO JPYTHM
KOMITOHEHTaM 3amuThl. Kpome Toro, 6i1arogapst coxpaHsieMoi HCTOPUY aKTHBHOCTH
HpOrpamMM, KOMIIOHEHT MOXKET BBITIOJIHATH OTKAT JEHCTBUI BPEJOHOCHOM IIPOrpaMMbl U
00Hapy>KEHUH BPEAOHOCHOW aKTUBHOCTH Pa3IMYHBIMH KOMITOHEHTAMH 3aIUTHI.

PexxuM npoBepkH BO BpeMst IPOCTOS! KOMITBIOTEPA MO3BOJIMT PETYIISIPHO BBIIOJIHSATE
MPOBEPKY U B TO K€ BPEMSI HE CHIDKaTh OBICTPOICHCTBIE KOMITBIOTEpA TOT/A, KOT/[a OH
HY’KEH.

st GpICTpOro HOCTyNa K OCHOBHBIM (DyHKLMSIM IIPOTPAaMMBbI: HHAWKAIIMU COCTOSTHMS
3alIMTH KOMIBIOTEPA, TIPOBEpKE 0OBEKTOB Ha BUPYCHI, IPOCMOTPY OTYETOB O pabore
nporpamMsl, — peaHnasHadeH rapker Kaspersky Gadget (zoctynen 1yis nosip3oBaresnei
ornepanonHo# cucrembl Windows Vista u Windows 7).

[ocne ycranoBku AHTHBHpYca Kacnepckoro BpeMEeHHO NEpEKIIIOYUTLCS Ha paboTy ¢
Kaspersky Internet Security, 4T00bI OLIEHHTH €0 BO3MOXXHOCTH.

YueOHO-MeToanYeCKast IuTeparypa: 2, 3

[Ipodeccronanbhble 60a3bl JaHHBIX U MHPOPMALMOHHbIE CIIPABOYHBIE CUCTEMBI: 1, 3

3.4 CPC

HaumeHnoBaHue pa3aeja TUCHUITHHBI (MOAYJIs1)/
TeMa /11 CAMOCTOSITEILHOIO U3YYEHHS

TpynoemkocTh
(K0JI-BO 4acoB)

1. Kniouegvie acnekmol u 6onpocsl hopmuposanus uHGHopmayuonHoi
0e30nacHOCmU CO6PEMEHHON OP2AHUZAUUN

16

Dopmupyemvie Komnemenyuu, 06pazoeamenvHbvle Pe3yibmManmsl:
[IK-9: 3.1 (ITK.9.1)

1.1. Bompocsr popmupoBanus HHPOPMAITIOHHOW O€30TaCHOCTH
COBPEMEHHOT0 00IIecTBa
3adanue onn camocmonamenbHozo 6bINOIHEHUSL CHIYOEHIMOM:
3aganue AJsi CAMOCTOSITEIbHOTO BBIMOIHEHHS CTY/ICHTOM:
[osb3ysCh MPEATIOKEHHON TUTEPATYPOil U OTKPHITHIMU HHTEPHET-UCTOYHUKAMH U3yUYHUTh
BOTPOC: "AHaIN3 CTPYKTYPHI U PUHITUIIOB (YHKITMOHUPOBAHUS BEIYUCIIUTEIBHBIX CETEH C
MO3UINH oOecriedeHns nH(HOopMaImoHHO# 6e3omacHocTr". [TpencTaBuTh KOHCTICKT.
Y4eOHo-MeToIuIecKas IuTeparypa: 2
IIpodeccronanpabie 6a3bl JaHHBIX U HHPOPMAITMOHHBIE CTIPAaBOYHBIC CUCTEMEI: 1, 2, 3

1.2. IlpaBoBsle acteKTsl HHGOPMAINOHHOH 6€30MacHOCTH
3adanue 0na camocmoamenbHozo GbINOIHEHUA CHIYOCHINOM:
[TpaBoBbIe acniekTsl HHPOPMALIMOHHOM 0€30I1aCHOCTH
3agaHue A CaMOCTOSATENILHOTO BBIIIONIHEHHS! CTYACHTOM:
CocTaBUTh KOHCIEKT 110 OCHOHBBIM HOPMAaTHBHO-IIPaBOBbIM akTaM P® B cdepe Ub: ®3 "O
rocraiine", ®3 "O6 nndopmaryu, THHOPMALMOHHBIX TEXHOJIOTHSX U 3aLUTE
undopmanun", Konnenust Ub PO.

YueOHO-MeToanYeCKast IuTeparypa: 2, 3
IIpodeccronanpHbie 0a3bl JAHHBIX U UHPOPMAIIMOHHBIC CIIPABOYHBIC CUCTEMBI: 3

2. 3aujuwiennan ungopmayuonnas cucmema. Ypoeuu u cmpykmypa Ub

16

Dopmupyemvie Komnemenyuu, 06pazoeamenvHbvle Pe3yibmManmol:
IIK-9: V.1 (IIK.9.2)

2.1. Bunwi 3amurmraemoit uaGopmanuu. Monenb yrpo3 1 MOJIENb
MH(HOPMAITMOHHON 0€30TTaCHOCTH

3adanue 0141 camocmosamenbHO20 6bINOIHCHUS cmybenmom:

M3ydenne Mofienu yrpo3 1mo HopMatuBHoOM qokymeHTarmun GCTIK.
IIpodeccronanpable 6a3bl JaHHBIX U HHPOPMAITMOHHBIE CTIPaBOYHBIC CUCTEMEI: 1, 2, 3

2.2. Crampaprusanus B chepe nHHOpMAIMOHHON 0€301acHOCTH
3adanue onn camocmosamenbHozo 6bINOIHEHUSL CHIYOCHIMOM:
3aganue AJsi CAMOCTOSITEIbHOTO BBIMOIHEHHS CTYICHTOM:
Nzyuenne nHactpoek Ethernet OC Windows.
3aganue AJsi CAMOCTOSITEIbHOTO BBIMOIHEHHS CTYICHTOM:
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ITomoOparb 3HaYEHHE ATMHBI TAKETOB, YTOOBI HE OBIJIO COOOIIEHUH OIMmMMOKax mpu
(hparMeHTaIK [TaKEeTOB.

B TexcToBOM penakTope co3naTts KOMaHAHEIH (aiin proba_2.bat cremyromero conep kaHus:
@echo off

for /L %%i in (1000#,1#,10000#) do (

for /F "skip=2 usebackq delims=< tokens=2" %%a IN (

‘ping -f -1 %%i 127.0.0.1 -n 1') DO @echo PasmepOydepa
otpaBkn=%%i.....Bpems otximka=%%a)

B oruere nath 00BSICHEHNST OCTAHOBKM KOMaH/Ibl PiNg U MPU Kakol BeJIHYHHE.
TTonroToBUTH OTYET 1O JTAOOpAaTOPHOI padoTe

Y4ebHo-MeTouIecKas IuTeparypa: 2, 3

IIpodeccronanpabie 6a3bl JaHHBIX U HHPOPMAITMOHHBIE CTIPAaBOYHBIE CUCTEMEI: 1, 2

3. Texnonozuu u memoow peanusayuu Ub 16
Dopmupyemole KomnemeHyuu, 00pa30eamenbHovle pe3yibmanol:
IIK-9: B.1 (I1K.9.3)
3.1. Cepsucsl Ub u 3amuTa oT HHCAEPOB 8
3adanue 013 camocmoAmenbHO20 6bINOIHEHUSA CHIYOCHIMOM:
IIpoTokonupoBaHue U ayJuT. AHAIKN3 3AMUINCHHOCTH. 3alluTa OT MOTepy HHpOpMAIUU 1
0TKa30B MPOrpaMMHO-anmaparHsix cpeacts. O030p, naitmxecrt, pedepar.
Y4eOHO-MeToauYeCcKasl TUTepaTypa: 2
IIpodeccronanpHbie 0a3bl JAHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHBIC CUCTEMBI: 2, 3
3.2. Texnonoruu u Metoas! peanuzanuu Ub. KommnekcHas 3amura 8

UHPOPMAITMOHHON HHPPACTPYKTYPHI

3adanue 013 camocmoAmenbHO20 6bINOIHEHUSA CHIYOCHIMOM:
TexHOIOrMYeCKHUEe HOBOCTH B O0JIACTH 3aIIUTHI HHPOPMAIIHH.
ITouckoBo-ananuTHYECKAsIpaOOTA

YuebHO-MeToAnYECKas uTeparypa: 1




4. YYEBHO-METOAUYECKOE U UH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUIIJINHBI

4.1. YueOHO-MeTOAMYECKAsI TUTEPATypa

Ne
1/

bubmorpadudeckoe onvcanue (aBTop, 3ariiaBue, BUI U3IaHUS, MECTO,
W3/1aTeNbCTBO, TOJ U3/IAHMUS, KOJINYECTBO CTPAHHIL)

Ccoinka Ha uctouyHuk B OBC

OcHoBHasi IuTeparypa

—

lNanarenko B.A. OcHOBBI HHPOPMAIMOHHON 0€30MaCHOCTH [ DIEKTPOHHBIN
pecype]:

yuebHoe rmocobue/ 'amareHko B.A.— DIeKTpoH. TEKCTOBbIE JaHHBIE.— MOCKBa:
Wurepuet- YausepcuteT Mapopmanmonnsix Texnonoruit (MHTYUWT), Aii [Tu Ap
Menma, 2020.— 266 ¢

®aponoB A.E. OcHOBBI HH(OPMAITMOHHOW 0€30TIACHOCTH MPH paboTe Ha
KOMITBIOTEpe [ DIEKTPOHHBIN pecypc]: yueoHoe nocodue/ @aponos A.E.—
DNEeKTpOH. TeKCTOBBIE JaHHbIe.— MockBa, CapaTtoB: IHTepHET- YHUBEPCUTET
HNudopmanmonnsix Texnonoruit (MHTYUWT), Aii [Tu Ap Menuna, 2020.— 154 ¢

JlonoJiHNTEILHAS TUTEPATypa

Coraes 10.H. OcHoBBI HHGOpMAIIMOHHOM O€30ITaCHOCTH [ DIEKTPOHHBIN pecypc]:
yaebHoe mocobue/ CeraeB K0.H.— DnekTpoH. TekcToBbIe naHHbIe.— MoOCKBa:
EBpasutickuii OTKpBITEI HHCTUTYT, 2010.— 328 ¢

4.2. CoBpeMeHHbIe podeccHOHAIbHBIE 0a3bI JAHHBIX M HHPOPMANIHOHHBIE CIPABOYHbIE CHCTEMBI,

HUCIOJb3yEeMbI€ TP OCYIIECCTBJICHUHA 06pa3OBaTeJII>HOFO nmpounecca nmo IMCuuIJinae

Ne
i HammenoBanmne 0a3pl JaHHBIX Cchutka Ha pecypc
1 | SIHIekC—DHITUKIIONIEANH U CIIOBApH http://slovari.yandex.ru
2 |Karamnor 21eKTpOHHBIX 00pa30BaTeIbHBIX PECYPCOB http://fcior.edu.ru
3 |EnuHas komutekmus nu(poBBIX 00pa3oBaTeIbHBIX PECYPCOB http://school-collection.edu.
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5. ®OHJI OEHOYHbBIX CPEACTB VIS IPOBEJEHUA TEKYIIEI'O KOHTPOJISA U
MHNPOMEXKYTOYHOU ATTECTAIIUHU OBYYAIOIIIUXCA 110 JUCHUIIJIMHE (MO YJIIO)

5.1. Onucanue noka3sareJsieil 1 KpUTepHeB OLEHNBAHUS KOMIETEHIN A

Kon xommerennmu mo ®I'OC

Tekyuii KOHTPOIb

TpomexyTouHas
arrecrauus

Koz 06pa3oBatebHOTO pe3yisrara

JUCLAIUTHHBI

Keiic-3amaun
Pedepar
Tecr
3auer/DK3aMeH

IIK-9

+

3.1 (TIK.9.1) n

+

V.1 (IIK.9.2) +

B.1 (1IK.9.3) + n

5.2. TunoBble KOHTPOJIbHBbIE 32JaHUS WJIM HUHbIEe MAaTepHAJIbl, HeOOX0AUMBbIe I OLEHKH 3HAHMII, yMeHUIi,
HAaBBIKOB 1 (MJIH) ONMBITA AeATEeJIbHOCTH, XapPAKTEePU3YOIIUX 3Tanbl (OPMUPOBAHUS KOMIETEHIIHIA.

5.2.1. Texymmii KOHTPOJIb.

TumnoBkle 3amanus K pazaeny "KiroueBbie aceKThl U BOIPOCH ()OPMUPOBAHUS HH(DOPMAIIMOHHOM
0€30MacHOCTH COBPEMEHHON OpraHu3anuu "
1. Tect
TecroBoe 3amanue 1
Bomnpoc:
Yt0o nmoHMMaeTcs o HHGHOPMAITMOHHOW 0€30ITaCHOCTRIO B COOTBETCTBHH ¢ DenmepanbHbiM 3akoHOM Ne 149-D3 «O06
rHpopMaIK, THHOPMAITMOHHBIX TEXHOJOTHUAX U O 3aIIUTe HHPOPMAITHN))?

BapuanTs! 0TBETOB:

A) 3amuTa nHGOPMAITUU OT YHUYITOXKEHUS, MOTU(DHUKAIINY ¥ KOTTUPOBAHUS

B) Cocrosane 3amuménHoCcTH HHHOPMAITUH, TPH KOTOPOM 00ecTiedrBaeTCsl €€ KOH(DHUIEHITHAIEHOCTD, IEJIOCTHOCTh U
JOCTYITHOCTh

C) Hanmuuue y opraHu3anuy aHTHBUPYCHOTO TIPOTPAMMHOTO 00eCTIeUeHUS

D) Kontpomns 3a ucrnoas30BaHAEeM HHTEPHET-PECYPCOB COTPYIHIUKAMU

IIpaBuiIbHBIN OTBET:
B) Cocrosane 3amuménHocTH HHHOPMAITH, TPH KOTOPOM 00ecTiedruBaeTcCsl €€ KOHDHUIEHITHAIEHOCTD, IEJIOCTHOCTh H
JOCTYITHOCTh

TecToBoe 3amanue 2
Bomnpoc:
Kaxkas u3 mepeuncieHHbIX yrpo3 OTHOCUTCS K BHYTPEHHUM YIpo3aM HHPOPMAIIMOHHOMW 0€301TacHOCTH?

BapuanTs! 0TBETOB:

A) DDoS-artaka co CTOPOHBI XaKepCKOW TPYIIITHI

B) Braenpenne Bpemonocuoro I10 depe3 GpUMIMHToBOE MUCHMO

C) HecankunoHnpOBaHHAS yTEUKa JAHHBIX COTPYIHIKOM OpPTaHU3aIHN
D) C6oii anekTponuTaHus, TOBISKIITHIA MTOTEPIO JAHHBIX

IIpaBuiIbHBIN OTBET:
C) HecankunoHNpoOBaHHAS yTeUKa JAHHBIX COTPYIHIKOM OpPTaHU3aIHN

TecToBoe 3amanue 3

Bomnpoc:

Kaxoit 13 nmepedncieHHbIX MEXaHU3MOB 00€CTIEUNBAET IIETOCTHOCTh HHPOpMaIHn?
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BapuanTs! 0TBETOB:

A) IudpoBaHne TaHHBIX C HCIIONB30BaHUEM anroputMa AES
B) Ucnons3oBanue anekrporHoi mudposoii noamucu (DLIT)
C) PesepBHOE KOTIPOBaHKUE 0A3bI JAHHBIX

D) Orpannuenue noctymna no ponu nois3oBarens (RBAC)

IIpaBuiIbHBIN OTBET:
B) Ucnons3oBanue anekrporHoi mudposoii noanucu (DLIT)
KonuuecTro 6ammos: 10
TumoBkle 3aanus K pazaeny "3aiuineHHas HHPOPMAIIMOHHAsI CcTeMa. YPOBHHU U cTpykTypa UB":
1. Keiic-3agauu
Ketic-3ama4a mo pabote ¢ (aiimamMu Ha USb-HAKOITUTEISX.
B onpenenénnsiii neHb, moib3oBaTens BcTaBui ¢cBoil Usb- HakonuTens B I1K, oTnipaBmi Ha HETr0 HEOOXOAUMBbIe (haiiTbl
¢ ato [IK. BcTaBuB momMa HakommUTEb, UM OBLIO OOHAPYKEHO UTO BCE (ailiibl, KOTOPBIE OBLIN OTIPABICHBI HA
HaKOIHTEINb, M, KOHEYHO )K€, KOTOpBIE OBIIIM HAa HEM CTaJIH SPIBIKaMH.
3amanue:
1. OnpenenuTh 1o Kako¥ nMpuanHe Gaiiibl CTau SPIbIKaMU.
2. Yto He0OX0aUMO MPEIIPHHATD, YTOOBI BOCCTAHOBUTH BCe (paiimbl?
3. Yto He0OX0aUMO JeNaTh, YTOOBI TAKOTO OOJIBIIE HE TTPOUCXOAMIIO?
KonmuecTro 6ammos: 10
Tunossle 3ananud k pazaeny "TexHonoruu u metoas! peanusanuu MUb":
1. Pejepar
13ammTa oT mepexBara Tpaduka, rnepenaBaeMoro mo paanokanairam (wi-fi, bluetooth, u T.1.), 3amura Touek
JOCTYTIA, IOCTPOCHUE OECIIPOBOTHBIX CETEH.
2. Opranuzanus u 3ammrta VPN-ceTeid.
3. bezomacuocts VoIP.
4. Cuctemsl nipepoTBpamenus sropxkenuii: IDS/IPS, HIPS/NIPS u T.1.
5. CucteMbI-TIpUMaHKH (TEXHOJIOTHH honeynet, honeypot).
6. MeTonpl aHanmu3a 3alUIIeHHOCTH KOMITBIOTEPHON CETH.
7. IIporpaMMHBIE CpelICTBA aHAN3a JIOKAIbHBIX ceTell Ha mnardgopme Windows Ha mpenmeT ysa3BuMoctel (Retina,
Xspider u T.11.).....
Pedepar o oxHO# U3 em - 06beM 15-20 ctpanui, 15- 20 HCTOUHUKOB

Komuuectso 6amios: 20

5.2.2. IlpoMe:kyTOUHASL ATTECTALUS

IIpomexyTouHast arrecTalusi IPOBOJUTCS B COOTBETCTBUH C [I0JNIOKEHUEM O TEKyIlleM KOHTPOJIE M MPOMEKYTOUHOM
arrecrauuu B ®PI'BOY BO «tOYpI TTIY».

IlepBoIii nepruox KOHTPOIS
1. 3auer
Bomnpocs! k 3a4ety:
. Mapopmanmonnsie yrpossl 6e3onacHoct PO. JlokTpuHa nHpopMamonHoi 6ezomacHoct PO
. MapopmanmonHpie BOIHBI
. Bunsl npotuBHUKOB. Xakepsl
. Komnsrorepusie Bupycsl. ctopus. Onpenenenue no YK PO
. Bunsl, npuHIUNE! 1efCTBUS BUPYCOB, JEMACKUPYIOIUE TPU3HAKH.
. Buyibl BO3MOXXHBIX HapyleHHH HHPOPMaLMOHHOM cucTeMbl. O0mas Kinaccupukanus HHPOPMALMOHHBIX yTrpo3

. YTpo3bI pecypcaM KOMITBIOTEPHOU 0€30I1aCHOCTH. YTPO3bI, pealu3yeMble Ha YPOBHE JIOKATbHOIN KOMITBIOTEPHOM
cucreMsl. UenoBedeckuii (pakTop.

~N N BN -

8. ¥Yrpo3sl KOMITbIOTEpHON MH(pOPMALUK, pealIu3yeMble Ha allllapaTHOM YPOBHE.

9. YnaneHHble aTaky Ha KOMITBIOTEPHBIE CUCTEMBI. [IpHUMHEI yA3BUMOCTEN KOMIIBIOTEPHBIX CETEH.
10. IIpaBoBoe yperynupoBaHue 3alUThl HHOOPMALHH.

11. Ponb, 3aaun 1 o0s13aHHOCTH aAMUHUCTpaTopa 6e3zonacHoct UC.

12. 3amuTa gaHHBIX KpUNTOrpaduiecKkuMu MeTonamMu. MeTosibl I poBaHus.

13. 3amuTa JaHHBIX KPUNTOrpauIeCKUMH METOIaMH. AJITOPUTMBI ITU(QPOBAHHUSI.

14. TpeboBanus k mmdpam. CpaBaenne DES u I'OCT 28147-89

15. TumoBsie YAaJICHHBIC aTakK C UCTTIOJIb30BaAHUCM ySI3BI/IM0CT€I71 CCTEBBIX IMMPOTOKOJIOB. KJ'IaCCI/I(i)I/IKaHI/IH
YAaJICHHBIX aTak.

16. ITonuruka 6€30MaCHOCTH M €€ COCTABIISIOLINE.
17. Monenu 3auursl nHopmarmu B UC
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18. TexHOMOTUM 3aLUTHI U pa3rpaHUUYECHUS AOCTYIIA.
19. Cranpaprer b
20. Obuias cucreMa 3aIuThl HHGOPMAIMK B OpraHU3aLUH
Tumnosle NpakTUYECKUE 3aJaHUS:
1. OcHOBBI 3aKOHOJIATEIILCTBA O IIPABOBOM OXpaHe nporpamm it OBM u 6a3 naHHbIX.

5.3. IlpumepHbIe KPUTEPHHU OLICHNBAHMS 0TBeTa CTYICHTOB HA JK3aMeHe (3a4eTe):

OTtmeTKa Kpurtepnn oneHnBanus

- IaeTCcs KOMIUIEKCHAs OLIeHKa MPE/UIOKEHHOH CUTYyalun

- IGMOHCTPHPYIOTCS IITyOOKHE 3HAHUSI TEOPETUYECKOI0 MaTeprala 1 yMeHHE UX
"Otmaao" IIPUMEHSTh

- IOCJIEI0BATEIBHOE, TPABUIILHOE BHINOJIHEHHE BCEX 3aJaHuil

- yMeHHe 000CHOBAHHO M3J1araTb CBOM MBICIIH, J€aTh HEOOXOMMBbIE BHIBOJIBI

- ZIaeTCsl KOMIUIEKCHAS OLICHKA MPE/UIOKESHHOMN CUTyalin

- IGMOHCTPHPYIOTCS [TyOOKHE 3HAHUSI TEOPETUIECKOI0 MaTepraia i yMEeHUe Ux
MIPUMEHSI T

"Xopomio" - IOCJIeIOBATENbHOE, MPABUIIHLHOE BHITIOJIHEHNE BCEX 3aJaHUM

- BO3MOXHbBI IHHUYHBIE OIIMOKH, UCITPABIISIEMbIC CAMUM CTYACHTOM I1OCIIE 3aMeYaHus
npernoxaBaTe’is

- yMeHne 000CHOBAHHO M3J1araTb CBOM MBICITH, J€aTh HEOOXOHUMbIC BHIBOJIBI

- 3aTpyAHCHUS C KOMILIEKCHOM OILICHKOM HpeI[HO)KeHHOﬁ CUTyallun
- HCTIOJIHOC TCOPETUIYCCKOC O6OCHOBaHI/I€, TpeGonmee HaBOAAIIUX BOIIPOCOB

"VYnoB1IETBOPUTEIHHO"
" " npenoiaBaTes
("3a4yreHo") .
- BBIIIOJIHEHME 3aJJaHUi NIPY MTOICKA3Ke ITPEenoaBaTess
- 3aTpyJHEHHS B (OPMYIHPOBKE BEIBOJIOB
"HeynoBneTBopuTenbHO" |- HEMpaBUIbHAS OLIEHKA MPEJIOKEHHON CUTyalul
("He 3aureHo" - OTCYTCTBHE TEOPETUYECKOI0 000CHOBAHUS BBINOIHEHHS 3alaHUI
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6. METOJIMYECKHE YKA3ZAHUS VIS OBYYATOINXCSI IO OCBOEHUIO
TACIHUATIIVHBI

1. Jlekuuu

Jlexuus - ofHa W3 OCHOBHBIX ()OPM OpraHM3ALMH y4eOHOTro Ipolecca, NMPEeACTABIAIONas COO0H yCTHOE, MOHOJIOTMYECKOE, CHCTEMAaTHYECKOE,
MOCJIeOBaTENbHOE H3I0XKEHHE IIperoaparenieM y4eOHOro MaTepHana ¢ IeMOHCTpauel caaiiioB u ¢uasMoB. Pabora oOydaromuxcs Ha JISKIUN
BKJIIOYaeT B ceOs: COCTaBlICHME HIM CJIEKEHHE 3a IIJJaHOM YTEHUs JIeKIUH, HalHCaHUE KOHCIEKTa JIEKIMH, JOIOJIHEHHE KOHCIEKTa
PEKOMEHIOBaHHOM JIUTEPATyPOil.

TpebGoBaHUs K KOHCIIEKTY JIEKLHH: KPaTKOCTh, CXeMaTHYHOCTb, MOCIE0BATENIbHAs (DHKCALNS OCHOBHBIX ITOJNOXCHHMIT, BEIBOJOB, (POPMYITHPOBOK,
0000mennil. B xoHcIekTe HyXHO IOMeYaTh BaXKHBIC MBICIIH, BBIICNATH KIIOUEBHIC CI0Ba, TepMuHEL I[locimemyromas paboTa Hax MaTepHaIoM
JIEKLHU IPETyCMaTpHBaeT NPOBEPKY TEPMUHOB, MOHATUH ¢ MOMOIIBIO SHIMKIONEANUH, clloBapel, CIPaBOYHUKOB C BHIMHCBIBAHHEM TOJIKOBAaHUI B
TeTpaab. B KoHCIIEKTe HY)XHO 0003HAYUTH BOIIPOCHL, TEPMHHBI, MaTepHal, KOTOPHI BHI3BIBACT TPYAHOCTH, IOMETUTH U IIONBITATHCS HAUTU OTBET B
pekomeHIyeMolt nTeparype. Eciu camMocTosTenbHO He ymaeTcss pa3o0parbcst B Marepuaie, HeoOXoamMo copMyiHpoBaTh BOIPOC M 3aJaTh
IIPETIOAABATEII0 Ha KOHCY/IBTAINY, Ha IPAKTHIECKOM 3aHATHH.

2. JlabopaTopHble

JlaGopartopHble 3aHATHS MPOBOAATCSA B CHCLHAIFHO OOOPYHOBAaHHBIX Ja0OpaToOpHsAX C NPUMEHEHHEM HEOOXOOUMBIX CpPEICTB OO0y4YeHHs
(;1abopaTtopHOro 060pyI0BaHHs, 00pPa3L[0B, HOPMATHBHBIX M TEXHUYECKUX JOKYMEHTOB M T.IL).

[Ipy BeIMONHEHHMH JTaOOPATOPHBIX PAOOT MPOBOAATCSA: MOATOTOBKAa OOOPYHOBaHMS W NPUOOPOB K paboTe, H3ydeHHE METOAMKH DPabOThI,
BOCHPOU3BEACHUE U3y1aEMOr'0 SABJICHUS, U3MEPCHUE BEIINYUH, OIPECACICHUE COOTBETCTBYIOIINX XapaKTEPUCTUK U HOKa3aTeH€ﬁ, 06pa60TI<a JaHHBIX
U UX aHaJu3, 0000IIeHne pe3yIbTaToB. B Xone npoBeneHus paboT HCHOIb3YIOTCS IUIaH PabOThI ¥ TAOIUIIBI TS 3aNHCel HAOMIOACHUH.

Ilpu BeIMOMHEHHH TabOPAaTOPHOU pabOTHI CTYAEGHT BeeT pabodune 3almHCH PEe3yIbTaToB H3MEPCHHM (UCHBITaHMIl), O(QOpPMILET pacdeTsl,
AHAJIM3UPYET NOJYUCHHBIC TaHHBIC MYTEM YCTAaHOBJICHUA UX COOTBETCTBHUSA HOpMaM I/I/I/I.J'II/I CpaBHCHMUS C U3BECTHBIMHU B JIMTEPATYPEC NaHHBIMU I/I/I/IJ'II/I
JTAaHHBIMH APYTHX CTYACHTOB. OKOHYATEIbHBIC Pe3yAbTaThl O(OPMIIOTCS B (hopMe 3aKITIOUCHHS.

3. IpakTHyeckue

IpakTuyeckue (CEMUHApPCKHE 3aHATHA) HPEACTABISAIOT COOOH JETAaNU3alUI0 JEKIHOHHOTO TEOPETHYECKOro Marephana, MPOBOAATCS B LENAX
3aKpeIUIeHHs Kypca U OXBaThIBAIOT BCE OCHOBHBIC Pa3/eibL.

OcHOBHO# (hOpMO¥t IPOBEJICHNST MPAKTUYECCKHUX 3aHATUH U CEMHMHApOB SBIACTCS 0OCYKJICHHE HauOonee MPOOIEMHBIX U CIOXKHBIX BOIPOCOB T10
OTZEIBHBIM TeMaM, a TAKKe PEIICHHE 3aad U pa30op MPUMEPOB U CUTyalllil B ayTUTOPHBIX yCIOBHUSIX.

IIpy moaroToBKe K NMPaKTHYECKOMY 3aHATHIO HEOOXOIMMO, O3HAKOMHUTBCS C €T0 ILTAHOM; M3YYHTh COOTBETCTBYIOIIHE KOHCIICKTHI JICKIMi, IIIaBbl
Y4eOHUKOB U METOAUYECKUX ITOCOOHH, pa300paTh IPUMEpEI, 03HAKOMUTHCS C JOTIOIHUTEIBHOMN IUTePaTypol (CIIpaBOYHHKAMH, SHIMKIONEINIMY,
cioBapsiMu). K HanOoee BaXXHBIM 1 CIIOXXHBIM BOIPOCAM TEMbl PEKOMEH/IYETCsl COCTABIIATh KOHCIIEKTHI 0TBETOB. ClieyeT TOTOBUTH BCE BOMPOCHI
COOTBETCTBYIOIIETO 3aHATHSA: HEOOXOQMMO yMETh JaBaTh ONpECTICHHS OCHOBHBIM IIOHSTUSM, 3HATh OCHOBHBIC IOJOXKCHHS TCOPHH, IIPABHIA U
(hopMyJIBI, IPEITOKEHHBIE IS 3AIIOMHHAHMS K KaXK0i TeMe.

B xo7e mpaKTHYECKOTO 3aHATUS HAJ0 JaBaTh KOHKPETHBIE, YETKHE OTBETHI II0 CYIIECTBY BOIIPOCOB, JOBOIUTH KXKIYIO 3a1ady O OKOHYATEIBHOTO
pelIeHHUS, ISMOHCTPHPOBATh TIOHMMAaHHE MPOBEICHHBIX PACYETOB (aHAIM30B, CUTYaIlHil), B Cllydae 3aTpyAHECHHMIT 00pamarbcst K MpernoaaBaTelo.

4. 3auer

HCJ'II) 3a4€Ta — MPOBEpPKa M OLCHKA YPOBHS IMOJYYCHHBIX CTYACHTOM CIICTIHAJIBHBIX 3HAHUH 110 yqe6H0171 JUCHUIUIMHE U COOTBETCTBYIOIIUX UM
yMCHI/Iﬁ 1 HABBIKOB, a TAKXKE YMEHHUSA JIOTUYCCKU MBICIUTDH, apryMEHTHPOBATH n36paHHy}0 Hay4YHYIO NO3ULIHUI0, pCarupoBaTb Ha AOIOJIHUTEIbHBIC
BOIIPOCHI, OPUCHTUPOBATHCS B MACCUBE I/IHd)OpMaLII/II/I.

ITonroroBka k 3a4CTYy HAYMHACTCA C IEPBOro 3aHATHA O AUCUMUIUIMHE, Ha KOTOPOM 06yqa}ou.mecx nojry4yaroT Hpe[[BapPITeJ'ILHBIﬁ NEepeUCHb
BOIIPOCOB K 3aqéTy " CITHCOK peKOMeHHyeMOﬁ JIMTEPATYPBhI, UX CTABAT B U3BECTHOCTb OTHOCUTEIIBHO KPUTEPHUEB BHICTABIICHUS 3auéTa u Cl'[eI_II/ICbI/IKe
TeKyILICﬁ M UTOroBoii arrectaiuu. C caMoro Hauasa )KeaaresIbHO TUIAHOMEPHO OCBauBaTh MaT€prall, pyKOBOACTBYACH IIEPECIUHEM BOIIPOCOB K 3a4E€Ty
n CIIMCKOM peKOMeHHyeMOﬁ JIMTEPATypbl, a TaKXKe HyTéM CaMOCTOSITCJIbHOI'O KOHCIEKTHPOBAHHSA MaTEpHUaJIOB 3aHATUN U PEIYIBTATOB
CaMOCTOATEJIBHOI'O U3yUYCHUA y‘{eGHLIX BOIIPOCOB.

ITo pe3ynpTaTraM CAa4u 3a4€Ta BBICTABIISICTCA OLEHKA «3a4YTCHO» WUIIHN «HE 3aUYTCHO».

5. Tecr

Tect 3T0 cucTeMa CTaHAApPTU3HPOBAHHBIX BOIPOCOB (33JaHMil), IMO3BOJSIONIMX ABTOMATU3HPOBATh HPOIEAYPY H3MEPEHHS YPOBHS 3HAHUI H
yMeHuit oOydaromuxcs. TecTsl MOTYT OBITh ayAUTOPHBIMU M BHEAyMTOPHBIMU. IIpenosaBarenb JOBOAUT 10 CBEACHHS CTYACHTOB HH(OPMALHIO O
IIPOBEJCHHUN TECTa, ero (hopMe, a TAKKe O paszelne (TeMe) JUCIUILINHEL, BRIHOCHMON Ha TECTHPOBAHHE.

ITpu caMmoCTOATENBHOM MOATOTOBKE K TECTUPOBAHHUIO CTYJICHTY HEOOXOJHMO:

—  mpopaboTarh MH(GOPMAMOHHBIM MaTepual MO AUCHUIUINHE. [IpOKOHCYIBTHPOBAThCS C IIPENOAABaTENeM IO BOIPOCY BEIOOpa y4eOHOH
JIUTEPATYPhI;

— BBLICHUTB BCE YCIOBHS TeCTUPOBaHUA 3apaHee. HeoOX0AMMO 3HATh, CKOIBKO TECTOB BaM OyleT MPEeUIOKEHO, CKOJIBKO BPEMEHH OTBOIUTCS HA
TECTUPOBAaHME, KAKOBA CHCTEMA OLIEHKH Pe3yJIbTaToB H T.1.

— paboras ¢ TeCTaMH, BHUMATeIbHO U O KOHI[a IPOYECTh BONIPOC U IpEeAIaracMble BapHaHTBI OTBETOB; BHIOPATh MPABIIbHBIC (MX MOXXET OBITH

HECKOJIBKO); Ha OTJCIBHOM JIMCTKC OTBETOB BBINMHCATh IM(pPy Bompoca U OyKBbI, COOTBETCTBYIOIIME IPaBHIBHBIM OTBeTaM. B ciyuae
KOMITBIOTEPHOTO TECTUPOBAHHS YKa3aTh OTBET B COOTBETCTBYIOLIEM IOJIE (TIOMIAX);

— B IPOLECCE PEIICHUS KeJIaTeIbHO MPUMEHATh HECKONBKO MOJXON0B B PELICHUM 3aJaHus. DTO MO3BOIACT MAKCHMAJIBbHO THOKO ONEpPUpPOBATh
METOJIaMU PEIICHUS, HAXOAs KaXKIbIH pa3 ONTUMAIbHBII BAPHAHT.

— PpeLMTh B IEPBYIO OYEPE/lb 3a/IaHus], HE BBI3BIBAIOIINE TPYAHOCTEH, K TPYAHOMY BOIIPOCY BEPHYThCS B KOHIIE.

— OCTaBHUTH BpeMs UL IPOBEPKH OTBETOB, YTOOBI H30€KaTh MEXaHUIECKHX OIIHOOK.

6. Keiic-3agaun

Kelic — 3T0 onmcaHne KOHKPETHOH CHTYaIlH, OTPaXalomell KaKylo-miub0 IpakTHIeCKyIo IpodiieMy, aHaIN3 H IOUCK PEHICHUS] KOTOPOH II03BOIIET

pa3BHUBATh y OOyYAIOMMXCS CAMOCTOATENIBHOCTh MBIIUICHHUS, CIIOCOOHOCTD BBICIYILINBATh M YYHTHIBATh aJbTCPHATUBHYIO TOUKY 3PCHHMS, a TAKKe
apryMEHTHPOBAHO OTCTAUBATh COOCTBEHHYIO MO3UIUIO.

Pexomennauunu no padore ¢ kelcom:

1. CHauana HEOOXOAUMO MPOYHUTATh BCIO HMEIONIYIOCS HH(POPMALUIO, YTOOBI COCTABUTH IIEJIOCTHOE MPEACTABICHHE O CUTYaIlul; He CIeAyeT cpasy
AHAJTM3UPOBATh 3Ty HH(YOPMAIHIO, XKETATeIBHO JIUIIb BBIICIUTh B HEH JaHHbIC, TTIOKA3aBIINECS BAXXHBIMU.

2. TpebyeTcst oXapaKTepH30BaTh CHTYAIlHIO, ONpPENCIHTh €€ CYIIHOCTh M OTMETHTh BTOPOCTCIICHHBIC DIEMEHTHI, a Takke C(pOpMYIHPOBATH
OCHOBHYI0 TpoOieMy W IpoONeMbl, el NOAYMHEHHbIE. BakHO oleHnTh Bce (DaKThl, KAacAOMMECs OCHOBHOW NpoOieMsl (He Bce (axThl,

H3JI0)KCHHBIE B CHTYAI[HH, MOTYT OBITh IIPSIMO CBSI3aHBI C HEH), M IIOIBITAThCSI YCTAHOBUTH B3aUMOCBSI3b MEXK/y [IPUBEICHHBIMHI JaHHBIMH.

3. Cnenyet copMyITHpoBaTh KPUTEPHIl I MPOBEPKH NPABMIBHOCTH NPEUIOKEHHOTO PEILICHHUsS, HOIMBITAThCS HANTH albTEpPHATUBHBIC CIOCOOBI
peLIeHNS, €CIU TaKHe CYIIECTBYIOT, H ONPEICIUTh BapHAHT, HAaHOOoJIee yIOBICTBOPSIONINII BRIOPAaHHOMY KPUTEPHIO.

4. B 3akio4eHUH HEOOXOAMMO pa3paboTaTh IEePEUCHb NPAKTHYECKUX MEPOIPHATHH MO peaan3aliy IpeUI0KEHHOTO PeLICHHS.

5. Jlns mpe3eHTaIuy penIeHns Keiica HeoOX0aUMO BU3YyaIH3UpPOBATh PEIICHNE (B BHE ICKTPOHHOI MIPE3eHTAINH, H300pakeHHs Ha JOCKE U 1Ip.),
a TaKkXke O(OPMHUT MICHMEHHBIH OTYET IO KeHCy.
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7. Pedepar
Pedpepar — TeopeTmueckoe HCCICAOBAHHE OINpPEACICHHON MHPOOIEMBl, BKIIOUAIOMIee 0030p COOTBETCTBYIONIMX JIUTEPATypHBIX H IPYTHX
HCTOYHHKOB.
Pedepar 00BIYHO BKITIOUACT CIEAYIOMINE YaCTH:
1. ©ubnmorpaduyeckoe onMcaHue MEPBUYHOTO JTOKYMEHTa;
2. cobcTBeHHO pedepaTuBHAs 9acTh (TEKCT pedepara);
3. crpaBOYHBIN aNmapar, T.€. JONOIHUTEIbHbIC CBECHNS M MPUMEYaHus (CBEICHHMS, JOMOIHUTEIBHO XapaKTepU3yIOIUe IEPBUYHBIA JOKYMEHT:
YHCIIO WIITIOCTPAIXil ¥ TaOIHII, IMEIOIUXCS B JOKYMEHTE, KOTMIECTBO HCTOYHHKOB B CITHCKE HCIIOIb30BAHHOII IUTEPaTyPHI).
Oransl HanucaHus pedepara
1. BBIOpaTh TeMy, €CIIM OHA HE OIpe/ieNIcHa IPEIolaBaTeieM;
2. ompenenuTh HCTOYHUKH, C KOTOPBIMH MPHUIETCS paboTaTh;
3. U3Yy4YHUTH, CHCTEMaTH3UPOBATh U 00pabOTaTh BEIOPAHHBII MaTepHal U3 HCTOUHUKOB;
4. cocTaBUTb ILIaH;
5. Hammcarthb pedepar:
000CHOBaTh aKTyaJIbHOCTh BHIOPAHHOI TEMBI;
- yKa3aTh HCXOIHBIC JaHHBIE pedepupyeMoro TeKcTa (Ha3BaHHE, [[e OIMyOINKOBaH, B KakoM Tromy), cBegeHus o0 asrope (®. U. O,
CIIELHAIbHOCTD, YUCHAs CTCIICHb, y4CHOE 3BaHME);
— chopMyIHpOBaTh MPOOIEMATUKY BEIODAHHON TEMBI;
— TPHBECTH OCHOBHbIE TE3UCHI pe(hepHUpPyeMOro TEKCTa ¥ MX apryMEHTAIHIO;
— chenaTh o0 BEIBOA 110 IpoOIeMe, 3asBICHHOI B pedepare.
Ilpu odopmieHnu pedepara cregyeT NpHUACPKUBATHCA PEKOMEH/ALMH, PEICTABICHHBIX B JOKYMeHTe «PernaMeHT o(opMIICHHS MHCHMEHHBIX
paboT».
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7. MEPEYEHBb OBPA3OBATEJBHBIX TEXHOJOT Ui

1. PazBuBaroniee oOyueHwe

2. [Ipobnemuoe oOyueHue

3. [ludpoBbie TEXHOJIOTHH 00yUEHUS
4. Keiic-TexHomornu
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8. OIIMCAHUE MATEPHUAJIbHO-TEXHUYECKOM BA3BI

1. KOMITBIOTEPHBIN KJIacC — ayTUTOPHS ISl CAMOCTOSTEIILHONU PabOThI
2. naboparopus
3. yueOHas ayTuTOPHS TSI CEMHHAPCKIX, MPAKTHIECKHUX 3aHATHI
4. yaeOHas aymuTOpHUs A7 JCKIIMOHHBIX 3aHATHN
5. KOMIIBIOTEPHBIHN KJI1acc
6. JINieH3NOHHOE MPOTPAMMHOE 00eCTICUeHIE:
- Oneparmmonnas cucrema Windows 10/«Axstr O6pazoBanuey 11
- Microsoft Office Professional Plus/LibreOffice
- ArTHBHpYCHOE mporpammHoe obecnieuenue Kaspersky Endpoint Security ays 6usneca - CrangaptHbiid Russian
Edition
- CripaBo4Has npaBoBasi cuctemMa KoHCyIbTaHT TuTIoC
- 7-zip/MeHemkep apXuBoB
- Adobe Acrobat Reader DC/TIpocmotpmuk pdf u djvu-gokymeHTOB
- llmdposas obpazoBarenpHas mwiatdopma "Chepym"
- MaTepHeT-0pay3ep
- Oracle VM VirtualBox - GNU GPL 2
- SI3p1k iporpammupoBanus Python
7. Ciennanu3upoBaHHOE 000PYIOBAHNE U TEXHUYECKHE CPENICTBA OOYICHUS:

16



