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1. IOACHUTEJIBHASA 3AIINCKA

1.1 JuciumuinHa «AmmaparHo-iporpaMMHoe obecriedenne Mb» OTHOCHTCS K MOIYNIIO YacTH, (OpMHUPYEeMO
y4acTHUKaMH 00pa30BaTENbHBIX OTHONICHWH, bioka 1 «/IMCIUTUTMHBI/MOIYIN» OCHOBHOW MpodecCHOHATBHOM
oOpa3oBarenbHONH TporpaMMbl 1Mo HampasieHuo moarotoBku 44.03.04 «IIpodeccuonanproe oOydeHue (1o
oTpacysimM)» (ypoBeHb 00pa3oBaHus O6akanasp). JAMCIUTIINHA SIBISETCS TUCIUTUIMHOM 110 BBIOODY.

1.2 Obmras TpynoeMKOCTh JUCIIMILINHBI COCTABISET 2 3.€., 72 Jac.

1.3 W3yueHuWe IUCIUILIMHBI «ATmaparHO-iporpaMMHoe obecrnedueHue Mb» OCHOBaHO Ha 3HAHUAX, YMEHHSX H
HaBBIKAX, MOJTYYCHHBIX TPH W3YYCHHH OOyJArOIUMICA CIEAYIONMX JAWUCIHIUINH: «AIMapaTHbIE CpeaCcTBa
BBIYUCITUTEIBHON TeXHUKN», «H(popMaTHKa», «JIEKTPOTEXHHKA M CXEMOTeXHHKa», «lIpmkiamHas maremaTmkay,
«KoMITpI0TepHBIE KOMMYHUKAIIIH U CETHY.

1.4 JMucummimHa «AmnmaparHo-iporpaMmmuoe obecrieuenne Wb» ¢dopMupyer 3HaHMS, yMEHHMS M KOMIIETCHIIHH,
HCOOXOMUMEBIC JUIi OCBOCHHS CICHYHOIIUX JUCIHUIUIMH: «AIMHHUCTPUPOBAHUEC WH(GOPMAIMOHHBIX CHCTEMY,
«becnimioTHBIC NeTaTeNbHBIC ammaparel»y, «Bcepoccuiickoe uemnmoHatHoe aBmwxkeHue "Ilpodeccronainsr"y,
«BBITIOJIHCHUE W 3alllUTa BBIMYCKHOW KBAaTHM(QHUKAUOHHOW pPaboTh», «CHCTEMBI YIpaBICHUs 0Oa3aMu JaHHBIX»,
«HbopManmoHHbIE cHCTeMBbl B oOpa3zoBanum», «Kpunrorpaduueckne MeToApl 3aIUThl  HH(DOpMAIHANY,
«CrangapTusanusi, CepTU(QUKALUS W METPOJIOTHS, JUIS TPOBEICHUS CICIYIONMX MPAKTUK: «IIPOU3BOJCTBEHHAS
IpakTuKa (Tegarorudeckas).

1.5 Lenp u3ydeHus: TUCUMILIAHBL:

(hopMHEpOBaHHE y CTYICHTOB CHUCTEMBI TEOPETHIECKUX 3HAHUH 1 IPAKTHYECKUX HABBIKOB, HEOOXOIUMBIX IS
COBEPIICHCTBOBAHUS YIPABICHUS HH(POPMAIIMOHHON 0€30IIacHOCTRIO B aCMIEKTE TPUMEHEHHUS
MIPOTPaMMHO-AMIAPaTHBIX CPEICTB
1.6 3agaum TUCITUTUINHBI:

1) marte cTymeHTaM 3HAHUS CYITHOCTh WH(OPMAIIMOHHON 0e30MacHOCTH, IIPAaBOBEIE HOPMBL, pEeTIIAMEHTHPYIOIIHE
ee peam3aIyio; MOHATHE U COBPEMEHHOE COCTOSHHE CPEACTB MH(POPMAIIMOHHOM 3alUThI, TOHATHE CEMUYPOBHEBON
CHUCTeMBI ~ obecrieueHns HMH(POPMAIIMOHHON  0€30MaCHOCTH;KOMIIOHEHTHl  HPOTPaMMHO-AMMapaTHBIX — CPEICTB
obecniedeHnst HTHOOPMATMOHHON 3aIIUTHI;CUCTEMBI OIIEHKH HH()OPMAIIMOHHON 3aIIAIIIEHHOCTH

2) Hay4WTh CTYACHTOB JaBaTh OIEHKY 3alIMIICHHOCTH HH()OPMAIIMOHHOW CHUCTEME; NPHMEHSITh Ha IIPAKTHKE
nmporpaMMHo-anmapatisie cpencrsa OUb

3) HayYUTH BEICTPAaNBaTh KOMIUICKCHYIO CHCTEMY 3aIUTHl HH(POPMAIIUH 10 MIPUHIUITY pa3yMHOH TOCTaTOYHOCTH

1.7 TlepedueHs MIAHUPYEMBIX PE3YJABTATOB OOyUCHHS MO AWCHUIUIMHE (MOYJIO), COOTHECEHHBIX C IUIAHUPYEMBIMU
pe3yspTaTaMu OCBOEHHS 00pa30BaTeIbHOM IPOTPAMMBL:

Ne

u/n Kon u HanmeHoBanne komnereHnun mo ®rroC

KO)I W HANMECHOBAHMEC MHAUKATOPA TOCTHKCHHUS KOMIECTCHIIUN

[

TIK-6 ciocoben HO,HGI/IpaTI) METOAbI MPEANPOCKTHOIO aHaIn3a AJisd pCHICHUSA IIOCTaBJICHHOM 3aJa4u, MCTOJbI
IMMPOCKTUPOBAHUA H606XOHI/IMOFO OTpacjeBOro obecrieueHust JJI peIICHU HpO(l)GCCI/IOHaJ'ILHI)IX 3aJga4

IIK.6.1 3nare MeTOABI MPEANPOESKTHOTO aHAIN3a AJIsl PELICHHSI TIOCTABICHHOM 3a1a4H.

IIK.6.2 YMeTh moaOupaTh METOIBI MPEANPOSCKTHOTO aHAIN3a JIJIsl PCIICHHS TIOCTABICHHOM 3a/1auu.

IIK.6.3 Brnagets MeTogamMu MpeanpoeKTHOrO aHaIKu3a JIIsl pEeLICHUs TOCTaBICHHOM 3a/1auu.

Ne ( Kox m HamMeHOBaHHe HHIMKATOPA

O0pa3oBaTebHbIe Pe3yIbTaThl 10 JHCHHUILIHHE
n/n AOCTHKEHHs] KOMIIeTeHIHH

[

IIK.6.1 3nate MeToAb! npeanpoekTHoro |3.1 3HaTh METOABI MPEANPOESKTHOIO AHAIN3A AJIS PEIECHUs
aHaIu3a sl pelleHNs IIOCTaBIEHHON  |[OCTaBJIEHHOH 3a/1auul.
3a/aun.

2|T1IK.6.2 YMeTb nonoupaTh METOABI V.1 YmeTb nogdupars METOIbI IPEAIPOSKTHOTO aHAIN3a JJIsl PELIECHUS
HPEANPOEKTHOTO aHANK3a AJIS PeIleHHsl |[I0CTaBIEHHOH 3a1aunl.
MOCTaBJIEHHOH 3a/1auu.

3(TIK.6.3 Bnagets MeTogamMu B.1 Bnanets MeTOAaMU NPEAIPOESKTHOTO aHATIM3a I PELICHUS
HPEANPOEKTHOTO aHANK3a AJIS PeIleHHsl |[I0CTaBIEHHOH 3a1aunl.
MOCTaBJIEHHOH 3a/1auu.




2. TPYIOEMKOCTD JACIUILIMHEI (MOAYJIST) U BUJIOB 3AHSITHI 1TO JUCIATIINHE

(MOIYJIIO)
Buapl yuedHoii pa6oTnl,
BKJII0YASl CAMOCTOSITEILHYIO
padoTy CTYAIeHTOB U "
TOTO
HaumeHoBaHMe pa3iesia JMCUMIINHBI (TeMbI) TPYAOEMKOCTh

(B yacax) ‘1acos

J J13 CPC

HToro mo gucuuminHe 2 4 62 68

IlepBblii neproa KOHTPOJIS

OcHogHble cpedcmea u Memoovl
nPOZPAMMHO-ARNAPAMHOTL 2 20 22
3auumaol ungopmayuu.

OCHOBHBIE CPENICTBA U METOABI
MIPOrpaMMHO-anmnapaTHon 2 2
3aIUTHI HHOPMAITIH

N3yuenne HacTpoek Ethernet n cnoco6oB

aIMUHHCTPUPOBAHUS 10 10
Ha ceTeBbIX HHTEpPeiicax B OC Windows.

AnuntusupycHoe I10 10 10
Hoenmugpukayusn, aymenmuguxayusn. Ynpasenenue 2 20 22
oocmynom.IIpomokonuposanue u ayoum. Ananu3 3auiuuieHHocmu

AyTeHTHUKAIUS ¥ UISHTHQUKAIMS — OCHOBHOM cepBuc b 2 2

Hasznauenue npas monp3oBarenen mpu
MIPOU3BOJIBHOM 10 10

YIpaBIEHIH JOCTYIIOM

AHanu3 3aliMIIeHHOCTH. 3aIlUTa OT MOTEPH
nH(pOpMAIUH 1 10 10
OTKa30B MPOrPaMMHO-AIMIaPaTHbIX CPEICTB.

Ikpanuposanue. Knaccuguxayusn mesxccemesnix IKpanos 2 22 24
Kitaccugukarus ceTeBbIX SKpaHOB 2 2
Hcnonp30BaHne MEKCETEBBIX SKPAHOB

(6panamayspoB) st 10 10

3aIIUTHl HH(POPMAITUH B JIOKAIBHBIX BEIYUCIUTEIBHBIX CETAX
KommurekcHas cucrema 3antutel b 12 12

Hroro mo BumaM yueOHOH pabOThI 2 4 62 68

Dopma npomexcymouHoli ammecmayuu
3ager 4
HToro 3a [lepBblii nepuoa KOHTPOJIA 72




3. COAEP KAHUE JUCHUIIJIMHBI MOAVYJIA), CTPYKTYPUPOBAHHOE 110 TEMAM
(PA3IEJIAM) C YKASAHUEM OTBEJEHHOI'O HA HUX KOJIMYECTBA

AKAJIEMUYECKHUX YACOB M BUJIOB YUEBHBIX 3AHATHIA

3.1 Jleknun

HaumenoBaHnue pa3neja JTMCHUILTAHBI (MOAYJIs1)/
TeMa u cofep:KaHue

TpynoeMKocTh
(K0,1-BO 4acoB)

1. Ocnosnvie cpeocmea u menoowl
nPOZPAMMHO-ANNAPAMHOUL

3auumol uHpopmayuu. 2
Dopmupyemvle KomnemeHyuu, 00pPa3oeamesbHble Pe3yIbMamol:
[IK-6: 3.1 (ITK.6.1)
1.1. OcHOBHBIE CPEACTBA U METOBI
HpOrpaMMHO-aIIapaTHOM
3alIUTH HHPOPMALUH 2
1. O630p COBPEMEHHBIX CPECTB 3aIUTHI HHHOPMALIUN
2. Knaccel cepsucos Ub
3. TOCTs1 u crangaptsl B obnactu b
YuebHo-MeTonnueckas guteparypa: 1, 2, 3
3.2 JIaGopaTopHbIe
HaumenoBanue pa3neja JTMCHUILTHHBI (MOAYJIs1)/ TpynoeMkocTh

Tema u coaepkanue

(K0,1-BO 4acoB)

1. Hoenmugpuxayusn, aymenmupurxayus. Ynpaenenue oocmynom.IIpomoxonuposanue u ayoum.

Ananu3s 3amuuieHnocmu 2
Dopmupyemvle Komnemenyuu, 00pazoeamenvHbvle Pe3yILHIANIbL:
[IK-6: V.1 (IIK.6.2)
1.1. Ayrentudukanus u naeHTuuKanus — ocHoBHo# cepsuc Vb 2
1. [TaponbHas ayTeHTUPUKAIMS, HAJTOXKEHUE TEXHUISCKUX OTPaHNYEHUI Ha TTapOJIH.
2. OgHOpa30BBIE U OHOCTOPOHHUE TIAPOITH.
3. [IpuHIH JeHCTBYSI cepBepa ay TeHTHQUKAITHIH.
4. buomeTrpuueckas UACHTU(DUKANS U ayTeHTH(HUKALIAS.
5. Marpuna nocryna. PoneBoit nocrym.
6. OOBEKTHO-OPHEHTUPOBAHHBIN MTOXO0]] B aIMUHUCTPUPOBAHNHU POJIEBOTO TOCTYTIA.
Y4ebHO-MeToIuIecKas muTeparypa: 1, 2, 3
IIpodeccronanpabie 6a3bl JaHHBIX U HHPOPMAITMOHHBIE CTIPAaBOYHBIE CUCTEMEI: 1, 2, 3
2. Okpanuposanue. Knaccugukayusa mesxccemeswix IKpanos 2
Dopmupyemvle Komnemenyuu, 00pazoeamenvHbvle Pe3yILHANIbL:
[IK-6: B.1 (IIK.6.3)
2.1. Knaccudukauus ceTeBbIX SKpaHOB 2

Hcnonb3oBaHne MEXCETEBBIX 3KpaHOB (OpaHaMayspoB) JuIs
3alIMTHl HHPOPMALIMH B JIOKIBHBIX BBIYUCIUTENBHBIX CETIX

Add Firewall Rule

Name. D10 IPOCTO KpaTKoe ONUCAaHUE Ballero rnpaswia. ViMs npaBuia Takke MOSBUTCS B
Firewall nor-daiine, ecnu Bbl BEIOEpETE PErHCTPALIMIO COOBITHS AJIsl TOTO MPaBUIIA.

Puc 5. Oxno Add firewall rule

Action. Permit (paspemmts), Block (3amperuts), Ignore (urnopuposars). Perucrpupyer
coObITue B sor-(aiine. 3areM 00paboTka cOOBITHS IPOIOIKACTCS, TIOKa He OyAeT HaleHO
COOTBETCTBYIOLIEE NpaBmilo. Eciy HUKakoe npaBuiio He OyJeT HallIeHO CBSA3b WM
GroKkupyeTcs (10 YMOJIYaHHIO) MM BbI3bIBaeTcsi RuleAssistant.

Kak ncnons3oBars npasuio Ignore?Korna 3agano npasuio Ignore, npoucxoaur
perucrpanus coobITHS U 3aTeM 00paboTKa MPOoJ0IDKaeTCs IoKa He Oy/eT HaleHo IpaBHiIo
paspeluaroniee WK 3anpeniaoniee JanHbli THIl cBsi3u. O0parite BHUMaHUE: Il TOTO
4T00BI IPaBWIIO Ignore cpaboTao, OHO TOKHO MOSBUTHCS B CIHMCKe mpasi firewall'a
BBILIE JIIOOOTO MpaBHIIa OIMCHIBAIONIETO JAaHHBIN THUII CBsI3H. JlydIile moMecTuTh Bee
npasuia Ignore B BepXxHIOI0 YacTh cimcka firewall.

JeiictBue Ignore npegnasnadeHo, 4ToObl TO3BOINTH Bam perucTpupoBars cOOBITHS
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no ipennucanus "Paspemuts” wim "biiokupoBaTh', KOTOPOE MPUMEHSETCS K TOMY THITY
cBsi3u. Hanpumep, ecthb pazpemaroniee npasmio firewall, koropoe mo3possiet Bammemy FTP
CepBepY CBA3BIBATHCS C JIIOOBIM CETEBBIM aapecoM. MOXKHO OTCIIEINTH, KaK 4acTo
TIOJIB30BATEIN C OMPEIEICHHOIO CETEBOro aapeca coeaunsuuch ¢ BammM FTP cepsepom,
3ajlaB UTHOPHUPYIOILIEE MTPABUIIO JIJIsl peructpanuu coenuaenuit. [Ipasumio Ignore nomxHO
TIPEAIIeCTBOBATH paBmTy Permit.

Direction. Inbound cBsI3b BKITIOUAET MAKETHI, TOCIAHHBIE BamieMy koMIitbiotepy. Outbound
CBSI3b BKJIFOUAET IMAaKEThI, TOCIIAHHBIEC BalllM KOMITbIoTepoM. Either - ¢Bs3b B m000M
HalpaBJICHAH.

Protocol. OnpenenseT, kK KakoMy TIPOTOKOY CBsi3u npuMensietrcs npasmwio: TCP, UDP, wiu
TCP u UDP, ICMP...

TCP - crangapTHBIH IpOTOKO MIHTEpHETA TPAHCIIOPTHOTO YPOBHS, 00€CTIEYMBACT
Ha/Ie)KHYIO TTOJTHOAYIUIEKCHYIO CBsI3b. [IporpaMMHoe obecrieuenue, peaansyromiee
npotokoi1 TCP, 00bI9HO MOCTOSTHHO HAXOMUTCS B ONEPAIIMOHHONW CUCTEME U UCTIONB3yeT [P
MIPOTOKOJI, YTOORI Tiepenars nHpopmaruio. [Ipumepsr TCP npunoxenwnii u cepBucos - FTP,
web-0pay3ep, email u IRC.

UDP - tpancnioptsiit ypoBerb B TCP/IP cetsix. UDP - HU3k0ypOBHEBBIN TPOTOKOI,
KOTOPBIN UCTONb3yeT [P, 4T0OBI TOCTaBUTh MakeThl. [[puMephl CepBUCOB M MIPHIIOKEHUH,
kotopsie ncnonb3yioT UDP - DNS, NetBIOS.

ICMP - pOoTOKOI MEKCETEBBIX YITPABISIONNX COOOIICHUH.

Application. DTa onmusi MO3BOJIIET ONPENCIATH, IPUMEHSETCS JIM MPABUIIO K KOHKPETHOMY
TIPWIOKEHHIO WK K JII000MY IPHIOKEHHIO, KOTOPOE JeNIaeT MOMBITKY CETEBOM CBA3H,
ONpEeIETICHHOM MPaBUIIOM.

Service. [lo3BomnsieT onpenensTs, IPUMEHIETCS JIM PAaBUIIO K JOKAIBHBIM WIIN YIAICHHBIM
CepBHCaM M IPUMEHSETCS JIN 3TO K OAMHOYHOMY OIPEAEICHHOMY CEPBHCY WIIH K JIFOOOMY
CEpBHUCY, KOTOPBIH JIeTIaeT MOMBITKY CETEBOM CBA3M, ONPEACIICHHON TPaBUIIOM.

CepBUCHI - IPOTOKOJIBI, KOTOPBIE HCIOIB3YIOTCS, YTOOBI TIO3BOJIUTH OJHOMY

KOMIIBIOTEPY 00pamarbes K CeupHIecKoMy BHIy JaHHBIX, COXPAaHEHHBIX B IPyTOM
kommnbiorepe. Hanpumep, HTTP cepBepbl HCTIONB3YIOT MPOTOKOJ MIEPEIadun TUTIEPTEKCTA,
9TOOBI 00eCcIIeunTh 0 BeceMy Mupy cepBUC web, FTP cepBepsl mpemiaraioT cepBHCHI
mpoTokoJia epenadn pariiaa, SMTP cepBepbl HCITONB3YIOT POCTON IPOTOKOJ TPAHCTIOPTA
MOYTHI, 9TOOBI MMOCKIIATh MouTy, 1 POP cepBeps! ncnonb3yioT POP mpoTokod, 9ToOb!
nepeaTh AEKTPOHHYIO MOYTY.

YyebHo-MeTomuuecKas qureparypa: 1, 3

3.3CPC

HaumenoBanue pa3neja JTMCHUILTAHBI (MOAYJIs1)/
TeMa I CAMOCTOSITEILHOTO U3YYeHHS

TpynoeMKocTh
(K0,1-BO 4acoB)

1. Ocnosnsvie cpeocmea u menoowl
nPOZPAMMHO-ANNAPAMHOUL

3auumol uHpopmayuu. 20
Dopmupyemole KoMnemeHyuu, 00pa3osamenbHble Pe3yibmamol:

[IK-6: 3.1 (ITK.6.1)

1.1. Usyuenue nactpoek Ethernet n crioco6oB 10

a/IMUHUCTPUPOBAHUS

Ha cereBbIX uHTepQeiicax B OC Windows.

3adanue 013 camocmoamenbHo20 6bINOIHEHUA CHIYOCHIMOM:

Jlaboparopnas padora: Vcronbs30BaHHE MEKCETEBBIX IKpaHOB (OpaHaAMayspoB) JuIs
3alIUTHl HHPOPMALIUH B CETIX

enb paboTHI:0BNIAICTh HABBIKAMHU PabOTHI ¢ ceTeBoit mporpammoit ATGuard.
Teopetnyeckue cBeIECHUSI.

TpeboBanus k ycranoBke:Oneparponnas cucrema: Windows 95, Windows 98,
WindowsNT 4.0 + ServicePack 3, Windows 2000 u Beire. Henonepxusatorcesi: Windows
NT 3.51, Windows 3.1x, Windows ME, Mac, Linux/UNIX.

Kommetorep: Ha Intel 80386DX wnu Boite (a1 Windows 95), nnm na 486/25 wiu Beliie
(ma Windows NT 4.0).

Oxono 3 MB cBo00HOTO TMCKOBOTO ITPOCTPAHCTBA.

Yeranosnennsit nporoxon TCP/IP.

OO1mue cBeeHns 0 MEXCETEBBIX IKpaHax.

MexcereBoii akpan(firewall ninn Opanamaysp) sBiIseTCS IPOrpaMMHO-ANIIAPATHBIM
CPEIICTBOM OCYIIECTBIICHUS CETEBOW ITOJIMTUKH 0E30IIACHOCTH B BBIJICICHHOM CEIMEHTE
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IP-cetn.

B cdepe KOMIIBIOTEPHBIX CETEl MEKXCETEBOI IKpaH MpeCTaBiIseT co0oi bapbep,
3alIMIIAIOIINHA OT BTOPXKEHHS 37I0yMBIIICHHUKOB BO BHYTPEHHIOIO JIOKAIBHYIO CETh ISt
TOT0, YTOOBI CKOIIMPOBATh, U3MEHHUTH WJIN CTEPETh HH(POPMALINIO JIMOO0 BOCIOJIB30BATHCS
NaMSTBIO WM BEIYMCIUTEIBHOW MOITHOCTBIO PAOOTAIOIIUX B 9TOH CETH KOMIIBIOTEPOB.
MexceTeBoii 5KpaH IPU3BaH 00eCeYnTh OE30MACHBIN TOCTYI K BHEITHEH CETH U
OTPaHWYUTH JOCTYII BHELIHUX I10JIb30BaTelICi K BHYTpeHHEH ceTu (cM. puc 1.)

Puc 1. Cxema ycranosnenus firewall.

HasBanue «Opanamaysp», MOXKET OTHOCUTBCS K OJHOMY YCTPOWCTBY MJIM O "HOU
nporpamme. TepMHUH «MEKCETeBOH IKpaH» ObUT IPUHAT 11l 0003HAUCHUSI COBOKYITHOCTH
KOMITOHEH "TOB, KOTOPbIE HAXO/STCSl MEX/y Ballleil CeThIO 1 BHEITHUM MUPOM H 00pa3yloT
3alIUT "HbIH Oapbep.

Bpanamaysp He MOXKET 3aIlIUTHUTh OT:

BUPYCOB.XOTsI HEKOTOpbIe OpaHAMayIphl M CHOCOOHBI PacIio3HaBaTh BUPYCHI B
HPO-XO/ISIIEM Yepe3 HUX Tpaduke, CylecTBYeT MHOXKECTBO CIIOCOOOB CIIPSITaTh BUPYCHI B
nporpamme. Ecnu naxe B onucanuu Bamero OpaHamayspa 3asiBieHa QyHKIHs
AQHTUBHPYCHOM IIPOBEPKH, HE BHIKIIIOYaHTE IPOBEPKY BUPYCOB HA OTIEIBHBIX
KOM-TIbIOTEpax B CETH;

«TPOSIHCKUX KOHei». Kak u B ciydae ¢ BUpycamu, 6JI0KMpOBaTh IPOHUKHOBEHHE B CETh
«TposiHCKUX KoHei» (Trojanhorses) mocratouno ciioxHo. [Tonp30BaTens HEpeIKO
HO/AeTCs UCKYIICHUIO 3arpy3UTh NporpaMMy U3 Internet miim OTKpBITH IPUKPETIICHHBIH K
COOOILICHHUIO NIEKTPOHHOI MOYTHI (haiiJl, IPOIOKUB TEM CaMBbIM IIYTh B CUCTEMY
BPEJOHOCHOM MPOrpaMMe;

«counanbHOM nHKeHepun». TepMuH «socialengineering» BO3HUK HEABHO U
NPU-MEHSAETCS JJIsl OMCAHUS METOOB MOTy4EHHs XaKepaMu HHPOPMAaLUH OT

JIOBEp MBBIX NOJIb30BaTeNnei. YacTo JIIou rOTOBEI COOOIIUTE CBOM IapOJIb JII0OOMY, KTO
MIO3BOHUII 110 TeJIE(OHY M OTPEKO "MEHIOBAJICS NPEACTABUTENIEM CITYKObI 0€30I1aCHOCTH,
YTO-HHUOY/b «IPOBEPSIOIUM». MeKCeTeBO! SKpaH HE B COCTOSIHUU OCTaHOBUTD
HEBO3ICPKHOTO Ha SI3bIK COTPYIHHKA

HEKOMIIETCHTHOCTH. [110X0 MOATOTOBIEHHBIE COTPYIHUKU MM HEOPEKHOE

PYKO-BOJCTBO HPUBOJAT K OLIMOKAaM B HACTPOMKAX JIOKAJBHOW CETH U MEXCETEBOTO IKPaHa.
Ecnu coTpyHUKH HE TIOHMMAIOT, Kak paboTaeT OpaHaMaysp U Kak IIpa BHIBHO €ro
HacTpauBaTh, HE HCKIIIOYEHO, YTO ATO Oy/IET CIIOCOOCTBOBATH BO3HUK "HOBEHHMIO NPOOIEM;
aTaku M3HYTpU. MexceTeBoi SKpaH He MOXKET IPEJOTBPATHTh 3]I0HAMEPEHHbIC
JIeli-CTBUsI BHYTpH Ballieil ceTr. DTo OfiHa U3 IIPUYHH, IOKOTOPOH 0e301macHOCTh
KOMITBIO-TEPOB B CETH OCTAETCsl BAYKHOW MPOOIEMOH 1 1OCIe yCTaHOBKHM OpaHaMayaspa.
Wnrepdeiic AtGuard.

[Tocie MHCTAIUIALMK IPOTPaMMBI U TIepe3arpy3ku KoMmnbiotepa Bol oOHapyskure B
CHCTEMHOM Tpee (system tray) MKOHKY 3amymieHHoro AtGuard’a , a BBEpXy 3KpaHa ero xe
nanenb (dashboard)

Puc 2. Buemnnit Bua dashboard

OT0 03HAYaeT, YTO MHCTAJUIALUS U NEPBbIH 3aIlyCK IPOLUIN YCIeHo. /[BoiHOM! menyok Ha
MKOHKE OTKPBIBAE€T OKHO HACTPOEK.

AtGuard Settings / Web

Puc 3. Oxno HacTpoek Web

VYeranoBka ¢unakka Enable web filters Bkirrouaer G1okupoBaHue, OIMIMN CEKPETHOCTH U
AKTHBHBIC YCTAaHOBKH (DMIIBTPOB, OIpe/iesieHHbIe B quaitoroBoM okHe Web (HTTP) Filters.
Yo6epure 3TOT (i1axok, eciii Bbl XOTHTE BBIKIIIOUUTE BCe Web-(HIBTPEL.

Enable web filters nelicTByeT kak IJIaBHBIN MEPEKITIOYATEINb, KOTOPBIN TO3BOJISIET BaM
OTMEHSTh UHUBHAYaJIbHbIE YCTAaHOBKHU (uibTpa B anasoroom okae Web (HTTP) Filters u
OTKJIIOYATh BCIO (pHIIbTpaLyio BeO-Tpaduka

YuyebHo-MeTouecKas JIuTeparypa;: 2

[Ipodeccronanbhble 0a3bl JaHHBIX U HHPOPMALMOHHBIE CIIPABOYHBIE CUCTEMBI: 1, 2, 3
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1.2.

Amnutusupyctoe 110

3adanue 01 camocmoamenbHo20 6bINOIHEHUA CHIYOCHIMOM:

YeranoBka antuBupycHoro [10. CkaHupoBaHUE BHELTHETO HOCUTEIS Ha HaJIMYHE BUPYCOB
1.cropust osIBiIeHHS KOMITBIOTEPHBIX BUPYCOB M (JaKTOPBI, BIUSIOIINE HA UX
pacnpocTpaHeHHe.

2.IloHsITHEe KOMIIBIOTEPHOTO BUpYyca. 3.OCHOBHBIE 3TaIlbl )KU3HEHHOTO IIUKJIa BUPYCOB.

4. OOBbeKTHI BHEIPEHHS, PEKUMBI (DYHKIIMOHUPOBAHMS U CIIELIHAIbHbIC (QyHKIIH BUPYCOB.
5.Cxemsl 3apaxkenus Qaidnos. 6. Kitaccugukaiyst KOMIBIOTEPHBIX BUPYCOB.

10
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YuebHo-mMeTonuueckas gureparypa: 1, 2, 4
[Ipodeccronanbhble 0a3bl JaHHBIX U HHPOPMALMOHHbIE CIIPABOYHBIE CUCTEMBI: |

10

2. Hoenmugpukayusn, aymenmupukayun. Ynpaenenue oocmynom.llpomokonuposanue u
ayoum. Ananusz 3auuuieHHocmu

20

Qopmupywnble KomnemeHuuu, o&pasoeame/zbubte pe3yiomamol:
TK-6: V.1 (TIK.6.2)

2.1.

Haznauenue npas nons3oBareneil npu

MPOU3BOIBHOM

yIpaBJIEHUH JOCTYIOM

3adanue 01 camocmoamenbHo20 6bINOIHEHUA CHIYOCHIMOM:

1. ITonp3oBarenu VIC u ux atpulyTsl

2. Ha3znaueHnue npas nosabp3oBaTeneil.

3. Peanu3anus npas gocTyna

YuebHo-MeTonmueckas gurteparypa: 1, 2, 3

[Ipodeccronanbhble 60a3bl JaHHBIX U HHPOPMALMOHHBIE CIIPABOYHBIEC CUCTEMBI: 2
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2.2.

AHanu3 3alMIICHHOCTH. 3alUTa OT IOTePH

uHpopmanuu u

OTKa30B MMPOrPaMMHO-AIIIaPATHBIX CPEICTB.

3aoanue 014 camocmoAmMenbHOZ0 6bINOIHEHUA CHIYOCHNIOM:

1. OcHOBHBIE CTIOCOOBI 3aIMTHI OT MMOTEPH MHPOPMAIIUU U HAPYIIIEHUI
paboTOCIIOCOOHOCTH. BEIYUCIUTEIBHBIX CPEICTB.

2. CriocoObI pe3epBUpOBaHUs HHPOPMAIIHH.

3. [IpaBwmiia 0OHOBIICHUS PE3EPBHBIX JaHHBIX.

4. Metozpl coxaTusi HHPOPMAIIUH.

5. ApxuBanys (aiIoBbIX JaHHBIX.

6. bezomacHast HHCTAJUIALNS IPOTPAMMHBIX CPENICTB.
Y4ebHo-MeToIuIecKas IuTeparypa: 2, 3

IIpodeccronanpubie 6a3bl JAHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHBIC CUCTEMBI: 2
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3. Okpanuposanue. Knaccugukayusa mesxiccemeswix IKpanos

22

Dopmupyemvle KomnemeHyuu, 00pPa3osamesibHyle Pe3yIbMamol:
I1K-6: B.1 (IIK.6.3)

3.1.

Hcnonp30BaHNE MEXCETEBBIX IKPAHOB

(6pannmayspoB) [uist

3alIMTHl HHPOPMALIMH B JIOKIBHBIX BBIYUCIUTENBHBIX CETIX

3adanue 013 camocmoamenbHo20 6bINOIHEHUA CHIYOCHIMOM:

Jlaboparopnas padora: Vcronbs30BaHHE MEKCETEBBIX IKpaHOB (OpaHaAMayspoB) JuIs
3alIUTHl HHPOPMALIUH B CETIX

enb paboThI:0BIAICTh HABBIKAMHU PabOTHI ¢ ceTeBoit mporpammoii ATGuard.
Teopetnyeckue cBeIECHUSI.

TpeboBanus k ycranoBke:Oneparponnas cucrema: Windows 95, Windows 98,
WindowsNT 4.0 + ServicePack 3, Windows 2000 u Beire. Henmomnepxusatorcesi: Windows
NT 3.51, Windows 3.1x, Windows ME, Mac, Linux/UNIX.

Kommetorep: Ha Intel 80386DX wnu Boite (a1 Windows 95), nnm na 486/25 wiu Beliie
(ma Windows NT 4.0).

Oxono 3 MB cBo00HOTO TMCKOBOTO ITPOCTPAHCTBA.

Yeranosnennsit nporoxon TCP/IP.

OO1mue cBeeHns 0 MEXCETEBBIX IKpaHax.

MexcereBoii akpan(firewall ninn Opanamaysp) sBiIseTCS IPOrpaMMHO-ANIIAPATHBIM
CPEIICTBOM OCYIIECTBIICHUS CETEBOW ITOJIMTUKH 0E30IIACHOCTH B BBIJICICHHOM CETMEHTE
IP-cetn.

B cdepe KOMIIBIOTEPHBIX CETE MEXCETEBOI SKpaH MpeCTaBiIseT co0oi bapbep,
3alIMIIAIOIINHA OT BTOPXKEHHS 37I0yMBIIICHHUKOB BO BHYTPEHHIOIO JIOKAIBHYIO CETh ISt
TOT0, YTOOBI CKOIIMPOBATh, U3MEHHUTh WJIN CTEPETh HH(POPMALIUIO JIMO0 BOCIOJIB30BATHCS
MaMSTBIO WM BEIYMCIUTEIBHOW MOITHOCTHIO PAOOTAIOIMX B 9TOH CETH KOMIIBIOTEPOB.
MexceTeBoii 5KpaH IpU3BaH 00eCeYnTh OE30MACHBIN TOCTYI K BHEITHEH CeTH U
OTPaHWYUTH JOCTYII BHELIHUX I10JIb30BaTElICH K BHYTPEHHEH CETH
YuebHo-MeTonuueckas gureparypa: 2, 3, 4

[Ipodeccronanbhbie 60a3bl TaHHBIX U HHPOPMALMOHHBIE CIIPABOYHBIE CUCTEMBI: 1, 2, 3
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3.2. KommekcHas cucrema 3amutel Ub
3adanue 013 camocmoAmenbHO20 6bINOIHEHUS CHIYOCHIMOM:
1. OcHOBHBIE CTIOCOOBI 3aIMTHI OT MOTEPH MHPOPMAIIMU U HAPYIIIEHUI
paboTOCIIOCOOHOCTH. BEIYACIUTEIBHBIX CPENICTB.
2. CriocoObI pe3epBUpOBaHUs HHPOPMAIIHH.
3. [IpaBwmia 0OHOBIIEHHUS PE3EPBHBIX JaHHBIX.
4. Metozpl cxaTusi HHPOPMAIIHH.
5. ApxuBanys (aiIoBbIX JaHHBIX.
6. bezomacHast HHCTAJUTALNS IPOTPAMMHBIX CPENICTB.
Y4ebHO-MeToIuIecKas muTeparypa: 1, 2, 3
IIpodeccronanpabie 6a3bl JaHHBIX U HHPOPMAIITMOHHBIE CTIPAaBOYHBIE CUCTEMEI: 1, 2, 3
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4. YYEBHO-METOAUYECKOE U UH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUIIJINHBI

4.1.

YueGHo-MeTONMYECKAS IUTEPaTypa

Ne
1/

bubmorpadudeckoe onvcanue (aBTop, 3ariiaBue, BUI U3IaHUS, MECTO,
W3/1aTeNbCTBO, TOJ U3/IAHMUS, KOJINYECTBO CTPAHHIL)

Ccoinka Ha uctouyHuk B OBC

OcHoBHasi IuTeparypa

—

[IporpaMMHoO-amnmapaTHbie CPEACTBA 3AMUTHI HHPOPMAITUH [ DJICKTPOHHBIN
pecype]:

yueOHOe mocoOue Jisi CTYJICHTOB BY30B 10 HAITPABICHUIO TIOATOTOBKH
«udopmammonHas 6e3onacHocthy»/ JI.X. Mudraxosa [u ap.].— DIEKTpOH.
TekcToBble nanHbie.— CaHkt-IleTepOypr: UaTepmenns, 2018.— 408 c.

IIpoxkymie f1.E. [IporpamMMHo-amnmapaTHbie CpEACTBA 3aIUTHI HHPOPMAITIH
[DnexTponnbIii pecypc]: yaeoHoe mocodue/ [Ipokymes S.E.— DnekTpoH.
TekcToBble manHbie.— CaHkT-IleTepOypr: UaTepmenns, 2017.— 160 c.

JlonoJiHNTEILHAS TUTEPATypa

Koctur B.H. Metons! 1 cpeacTsa 3amnThl KOMITBIOTEPHON HHPOPMAITHH:
anmapaTHbIe ¥ MPOTrPaMMHBIE CPEICTBA 3alIUThl HHPOpMAauu [ DIIEKTPOHHBII
pecypc]: yaebnoe nmocobue/ Kocrna B.H.— DnekTpoH. TEKCTOBbIE JaHHBIE.—
Mocksa: Uznarensckuii Jlom MUCuC, 2018.— 21 c.

Mertozbl ¥ cpeacTBa obecnedeH st MPOorpaMMHO-aIapaTHOH 3aIUThl HH(OpMaLK
[DnexTpoHHBIA pecypc]: HaydHO-TexHIUUeckoe m3nanue/ A.V. Actaiikul [u ap.].—

DNeKTpoH. TekcToBbIe JaHHble.— CapoB: Poccuiickuii dhenepanbHbIN sIIepHBITA
nentp — BHUNO®, 2015.— 224 ¢

4.2. CoBpeMeHHbIe podeccHOHAIbHBIE 0a3bI JAHHBIX M HHPOPMANIHOHHBIE CIPABOYHbIE CHCTEMBI,

HUCIOJb3yEeMbI€ TP OCYIIECTBJICHUHA 06pa3OBaTeJII>HOFO nmpounecca nmo IMCuuIinae

Ne
1/

HanmeHnoBanue 0a3bl TaHHBIX

Cchllka Ha pecypc

—

Karastor 1ekTpoHHBIX 00pa30BaTeNbHBIX PECYPCOB

http://fcior.edu.ru

[\

Ennnas xomnekuns mudpoBEIX 00pa3oBaTeNbHBIX PECypCOB

http://school-collection.edu.
ru

[O8)

SHIEKC—DHIMKIIOIEANH U CIOBapH

http://slovari.yandex.ru
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5. ®OHJI OEHOYHbBIX CPEACTB VIS IPOBEJEHUA TEKYIIEI'O KOHTPOJISA U
MHNPOMEXKYTOYHOU ATTECTAIIUHU OBYYAIOIIIUXCA 110 JUCHUIIJIMHE (MO YJIIO)

5.1. Onucanue noka3sareJsieil 1 KpUTepHeB OLEHNBAHUS KOMIETEHIN A

Kon xommerennmu mo ®I'OC

Tekyuii KOHTPOIb

TpomexyTouHas
arrecrauus

Koz 06pa3oBatebHOTO pe3yisrara

JUCLAIUTHHBI

Keiic-3amaun
Tect
Dcce

3auer/DK3aMeH

IIK-6

+

3.1 (TIK.6.1) n

+

V.1 (IIK.6.2) n

B.1 (IIK.6.3) + n

5.2. TunoBble KOHTPOJIbHBbIE 32JaHUS WJIM HUHbIEe MAaTepHAJIbl, HeOOX0AUMBbIe I OLEHKH 3HAHMII, yMeHUIi,
HAaBBIKOB 1 (MJIH) ONMBITA AeATEeJIbHOCTH, XapPAKTEePU3YOIIUX 3Tanbl (OPMUPOBAHUS KOMIETEHIIHIA.

5.2.1. Texymmii KOHTPOJIb.

Tunossle 3aganus k pazaeny "OCHOBHBIE CPEACTBA U METObI
MIPOrpaMMHO-aIIapaTHOH
3amuTH HHpOpManuu.":

1. Tect
1. BriGepute Bce npaBHIIbHBIC BapUAHTHI OTBETOB
AXTHBHBIM BHUJIOM aTax SIBJSIETCS
orka3 B o0cimyxuBanuu - DoS-araka (Denial of Service)
Moan(UKaIKs NOTOKa JaHHBIX - ataka "man in the middle"
¢anbcuuxanys (HapymeHue ayTeHTHYHOCTH) - TIONBITKA OTHOTO CyObeKTa BhIIATH ceOsl 3a APyroro
npociymuBanue (CHUQQUHT)
aHaim3 Tpaduka
2. Bribepute Bce npaBUIbHBIE BADUAHTHI OTBETOB
AJNTOPUTM CHMMETPUYHOTO MIN(PPOBAHHUS MOXKET OBITh IPUMEHUM B
mrppoBaHUN OOJIBLIOTO TTOTOKA TAHHBIX
CO3/IaHUH OIIPE/ICIICHHOTO KOJIMYECTBA CIIyJaiHbIX OUTOB
XOIIUPOBAHNUH JTAHHBIX
CEKpETHOM mepenaue Kioua
3. BribepuTe Bce NpaBUIIbHBIC BAPUAHTHI OTBETOB
OnHOCTOPOHHSISI PYHKIHS C CEKPETOM - 3TO
OZIHOCTOPOHHS (DYHKLIUS, KOTOPYIO JIETKO BBIYMCIUTH B OJHOM HAIPABICHUH M TPYIHO BBIYUCIUTH B 00paTHOM
HaIpaBJICHUH JI0 T€X 0P, T0Ka HEAOCTYIHA HEKOTOPasi IOIOIHUTEbHAs HH(OopMaIus
IIPY HAJIMYUH JOIOJIHUTENILHOM MH(OPMAIK HHBEPCHIO MOJKHO BBIYMCIIMTE 33 NOJIWHOMUAILHOE BpEMs
IIPY HAJIMYUH JOTOJIHUTENILHOM MH(OpPMAIK HHBEPCHIO MOXKHO BBIYMCIIUTH 38 SKCIIOHEHIIMAIBHOE BPEMsI
4 BriGepure Bce NpaBUIIbHBIE BAPUAHTHI OTBETOB
YKaKuTe OCHOBHBIE YIp0O3bl MH(POPMAIIIOHHON 0€30MaCHOCTH B BBIYNCIUTEIBHBIX CETIX
HECaHKIMOHUPOBAHHBIM JOCTYI K HH(POpPMaLUU
UCKaXXeHHE MH(OPMALIMU MM TIOJUIOT (MMUTALINS)
OTKa3 OT aBTOPCTBa
OTKa3 OT MN(POBAHMS
B3JIOM ceiida ¢ 1ieHHpIMH OyMaraMu
5. BeiGepure Bce npaBHIIbHBIC BApUAHTHI OTBETOB
B HEoOX0mMMBI MUHUMYM CPEJCTB 3alUThl OT BUPYCOB BXOAUT:
apXMBUPOBaHHE
npodunakTuka
BXOIHOW KOHTPOIIb
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KonmuectBo Oamnos: 5
TumnoBrle 3amanus K pazaeny "Mnentudukanms, ayreHTuduKanys. YipasieHue 1ocTynom.[IpoTokonupoBanue u
ayIuT. AHaIU3 3alIUIIEHHOCTH "

1. Dcce
O6paszertr occe.
Krnaccudukarmm coBpeMEeHHBIX TPOTPaMMHO-aIIIapaTHBHIX KOMIUIEKCOB
BypHoe pa3zBuTHE CpeACTB BEIYMCINTEIHHON TEXHIKH, aBTOMAaTH3HPOBAHHBIX MH(POPMAIIMOHHBIX CHCTEM, TIOSBIICHHUE
HOBBIX HH(OPMAIIMOHHBIX TEXHOJIOTHH B HAIIIEH CTpaHe COTMPOBOXKAACTCS MOSBICHUEM TaKUX MAIOIPHUSITHBIX
SBJICHNH, KaK MIPOMBIIUICHHBIN IIMHOHAX, KOMITBIOTEpHASI TPECTYITHOCTH H MPEXkK/Ie BCETO HECAHKIIMOHNPOBAHHBIH
JIOCTYT K KOH(UIEHINATEHOW HHQOpMAITUU. DTHM 00yCIIaBIMBACTCS aKTyadbHOCTh U 3HAYUMOCTH MPOOJIEMBI 3aIIUTHI
nHpopmaru. OcTpast HeOOXOTUMOCTh B 3alIUTe HH(POPMAaIMK HallIa BRIpOKEHHE B co3Aannu [ ocynapcTBEHHON
cuctembl 3anuThl nHGopmanuu (I'C3U1). PasBuBaercs Tak e u mpaBoBas 0a3za HHPOPMAIIMOHHOH 0€30MacHOCTH, a
MMEHHO, IPUHATHI U BBEICHBI B IeHicTBHE 3aKOHBI «O TOCYNapCTBEeHHOH TaitHe», «O0 nHhopMaruu, nHGOpMaTH3aIIH
1 3amuTe nHpopMarm», «O MpaBoBOil OXpaHe MPOrpaMM IS JICKTPOHHBIX BEIYHNCIUTEIFHBIX MAIIUH U 6a3
TaHHBIX» U 1p. Llensamu 3anuTel HHGOPMAINH SBISAIOTCS:
1. mpenoTBpamenne yuiep6a, BOSHHKHOBEHHE KOTOPOTO BO3MOKHO B PE3yJIbTaTe yTEPH (XUIIEHHS, yTPATHI,
WCKaXXCHHS, TIOJICTTKN) HHPOPMAIIUY B JTIOOOM €€ TIPOSBICHUN;
2. peanu3anys aleKBaTHBIX yrpo3aM 0e30MacHOCTH HH(OpMAIK MEp 3aIUTHl B COOTBETCTBHH C ICHCTBYIONTIMHA
3aKOHaMHU M HOPMaTHBHBIMH JTOKYMEHTAaMH 110 0€301acHOCTH HH(OPMALINT
3. co3naHne ONpeAeTICHHBIX TPOrPaMMHO-aNIIAPATHBIX CPEACTB 3aIIUTHl, COOTBETCTBYIOMINX MTOTPEOHOCTIM
BJIaJIeTIbIIEB (MTOJIb30BaTeNel) MHQOpMAITUH.
Jro6oe coBpemenHoe npenmpustre (yupexacHue, GupMa 1 T.1.), HE3aBUCUMO OT BHJIA ACSITEILHOCTH U (GOpM
COOCTBEHHOCTH, HE MOXKET CETOIHS yCIICITHO Pa3BUBATHCS U BECTH XO3SMCTBEHHYIO M MHYIO AEATEIFHOCTD 0e3
CO3MaHMA Ha/Ie)KHOW CHCTEMBI 3aIIMTH CBOEH HH(OPMALINH, BKITIOUAIOIIEH HE TOJIFKO OPraHM3allHOHHO-HOPMATHBHEIC
MEpBI, HO M TEXHHUYECKHE CPEICTBA KOHTPOJIS 0€30MacHOCTH HH(OPMAITUH TIPH ee 00paboTKe, XpaHEHUH U ITepeiade B
ABTOMAaTH3MPOBAHHBIX CHCTEMaXx, IIPEXkK/IE BCETO, IIPOrpaMMHO-aIIapaTHBIE.
BonpmmuaCcTBO QyHKIMIA coBpeMeHHBIX KC peann3oBaHbI B BUE MTPOTPaMM, TTOAICP)KaHUE HEIIOCTHOCTH KOTOPBIX IIPH
3aITyCcKe CHCTEMBI B 0COOEHHO B TIporiecce (pyHKIIMOHUPOBAHUS SBISIETCS TPYIHOHN 3a1aueii. 3HaUNTETFHOE YHCIIO
MIOJTH30BAaTENICH B TOM MIIM MHOM CTETIEHN 00JIa1aloT MMO3HAHUSAMHE B IPOTPAMMHUPOBAHNH, OCBEIOMIICHBI 00 OIMOKax B
MOCTPOEHHUH OTIEPALMOHHBIX cUCTeM. [103TOMy CymecTByeT TOCTaTOYHO BBICOKAsI BEPOSTHOCTh IPUMEHEHUS MU
MMEIOIIUXCS 3HAHUH [UIA aTak Ha MporpaMMHoe obecniedenne. [IpoBepka 1eT0CTHOCTH OHUX IPOTrPaMM IIpH
TIOMOIITH JIPYTHX HE ABIAETCS Hame:KHOH. HeoOXommMo 9eTKo IpeicTaBIsaTh, KaKUM 00pa3oM oOecieanBaeTcs
[IEJIOCTHOCTH COOCTBEHHO MPOTPaMMBI IIPOBEPKH LETOCTHOCTH. Eciu 00e mporpaMMbl HaXOIsATCA Ha OHHUX M TEX JKe
HOCHTEIISIX, JOBEPATH PE3ysIbTaTaM TaKOi IPOBEPKH HENB3s. B CBSI3M ¢ 3TUM K MPOrpaMMHBIM CHCTEMaM 3aIlUTHl OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA CIEIyeT OTHOCUTHCS C 0COO0H 0CTOPOKHOCTEIO.
Hcnonp30BaHue anmapaTHBIX CPEICTB CHUMAET Ipo0iieMy 00eCTIedeH s IEIOCTHOCTH CUCTEMBL. B OonbpInHCTBE
COBpeMEeHHBIX cucteM 3amuThl oT HCJ] mpuMeHsieTcs 3anmmBKa mporpaMMHoro ooecriedeHus B [13Y unu B
AHAJIOTHYHYIO0 MUKpocxeMy. Takum o0pa3om, s BHeceHus m3MeHeHnH BI1O HeoOX0aMMOo MOITyduTh JOCTYI K
COOTBETCTBYIOIIIEH IIJIaTe W 3aMEHUTh MUKpPOCXeMy. B cirydae nCIonb30BaHnsl YHUBEPCAIBHOTO IIPOLIEccopa
peanu3arysi MoIoOHBIX ASHCTBHIA MOTPeOyeT MPUMEHEHUS CIIeIMATLHOTO 000pyI0BaHus, UTO eIle 0ojiee 3aTPyIHUT
MIpOBENICHHUE aTaky. VIcroap30BaHie CIENHATN3UPOBAHHOTO IIPOIIeccopa ¢ peaan3anreii anropurMa paboTsl B BUAE
MHTETPATbHON MUKPOCXEMBI ITOJTHOCTHI0 CHAMAET Ipo0ieMy HapyIIEHHUS IEJIOCTHOCTH 3TOTO aITOpPUTMA.
st Toro, uto6s! 3amuTHTh HHGOopMarmio ot HC/I, cymecTByeT psa cnennainbHO MTPOBOAUMBIX MEp:
* [IpuMeHeHne anmapaTHBIX CPEICTB!
0 yCTaHOBKA (DMIIBTPOB, MEKCETEBBIX 3KPAHOB;
0 OJIOKMPOBKA KIIABHATYPHI;
0 YCTPOHCTBA ayTeHTH()HUKAIIH;
0 WCTIONBb30BaHKE 3JICKTPOHHBIX 3aMKOB Ha MUKPOCXEMaXx.
* [IpuMeHeHne TPOTPaMMHBIX CPE/ICTB:
0 WCTIONB30BaHKE TTAPOIIA JIS TOCTYTIa K KOMITBIOTEPY;
0 HCIIOJIb30BaHUE CPeICTB MaposibHOH 3amuThl BIOS — kak Ha cam BIOS, tak u Ha 1K B 11emmom.
* [IpuMeHeHne anmapaTHO-IPOTPAMMHBIX CPEICTB:
0 WCTIONB30BaHKE aMapaTHO-IIPOrPAMMHBIX CPEIICTB JOBEPEHHON 3aTrPy3KH
* [IpumeHeHue MUPPOBAHUS:
o llIndposanre — 310 MpeodpazoBanue (KOAUPOBAHNUE) OTKPBHITOM HH(GOPMAITUH B 3aIM(DPOBAHHYIO, IS TIepeaadn
3aKpHITOW MHPOPMAINX WITH CBEACHUH, COCTABIISIIOIINX TOCYIapCTBEHHYIO TaifHy WH(OPMAIIUH IT0 HE3aIIHIIIEHHBIM
KaHaJIaM CBSI3M. 3a4acTyro, CaM aJTOPHTM IIH(POBAHKS M3BECTEH BCEM, a KITFOY, C TOMOIIHI0 KOTOPOTO MOYKHO
pacmmdpoBarh JaHHOE COOOIICHHE 3aCEKPEUCH.
* [IpoBenenre opraHu3aliMOHHBIX MEPOTTPUSTHI:
0 OCYIIECTBICHHE MPOIYCKHOTO PEXXHNMa;
0 XpaHEeHHe HOCUTEIeH HHPOPMAINX B 3aKPBITOM JOCTYIIC,
0 OTpaHMYEHHE JIHII, IMEIOIINX JTOCTYII K KOMITBIOTEPY
KonuuecTro 6amos: 20
Tunossle 3aganust K pazgeny "OkpanupoBanue. Kiaccudukarys MexceTeBbIX 9KpaHOB":
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1. Keiic-3apaun
3agaua 1: Y MeHemxkepa KOMIAHUU €CTh JIMYHBIH AJIEKTPOHHBIN SIIKK, TAK)KE YTO OHA MOJIb3YETCs COLUATbHBIMU
cersimu (Bronraxre, OnHokinaccunku, KpacMawma u mip). I1pu aToM OHa 3akpbIBaeT Opay3ep He Ha)KUMasi KHOIIKY
"BeIxox", ucnonb3yet Internet Explorer, umeeT 1-2 HeCIOKHBIX apoiisi Ha BCE PECYPCHI, BBIXOAUT B CETh B OCHOBHOM
¢ pabouero Mecra MHOTAA U3 oMa. JleBylika KOMMYHHKa0eIbHasl, akTUBHAsl y4acTHUIA popymoB. Ha caiitax
perecTpuUpyercs Mo HUKOM ***
CrynenTsl genstest Ha 2 rpynnsl: "3amuTHUKH" (AMuHBD) 1 "3noyMbiiieHHUKH" (Xakepsl),
Kaxnas xomanza cooOpa3HO CBOMM MHTEpEcaM ONpelelisieT sk MEHEeDKepa:
* Pucku 1o acniekram nHQOpMaOHHON O€3011aCHOCTH: LIEJIOCTHOCTD, JOCTYITHOCTh, KOHPHICHIIHAIbHOCTh
* Ya3BumocTu
* Yrpo3bl
* YpOBEHb HENPHUEMIIEMOTO yilepOa
* KoHTpMepBI - MONMUTHKY 6€3011acHOCTH (U151 3aLUTHUKOB)
* [Topsinok arax (ay1st 3710yMBIIUICHHUKOB)
[ocne obcyxneHus, CTyAeHTaM cooOIaeTcs UMsl ICBYIIKU U €€ HUK (OH BUPTYaJbHBIN). CTyIEHTHI BBIXOAST B
WHTepHeT, 1 KTO NepBhIi ycreeT (HaiiTh 1o4Ty, IOMEHATH [1apOoJId, CMEHUTh JaHHbIE, YTOO HE HAILIM APYTHUE U IIp),
TOT ¥ NOOEeqUIIL.

Komnuectso 6amios: 10

5.2.2. IIpoMe:kyTOUHASI ATTECTAIUSI

IIpoMexyTo4Hasl aTTeCTalHsl MPOBOJUTCS B COOTBETCTBHH C [10JOKEHHEM O TEKYILEM KOHTPOJIE M MPOMEXKYTOUHON
arrecraniuu B ®T'BOY BO «lOYpI TTIV».

IlepBblii mepuoOx KOHTPOJIS
1. 3auer
Bompockr k 3ageTty:

1. IIpumenenne snexrponHoi moanucu (A1) B Poccnn (xpanenne D11, nneHTHGUKAIUSA 1 Ay TEHTUDUKAIUS TIPH
nomoru JIT).

2. 3amuIIeHHBIC IICHTPATN30BaHHbIe XpaHmTuma faHHbIX (LIX/1): mprHIHITE TOCTPOSHHS, TPOAYKTHI-MEHEIKEPHL,
yrposst LIX]]

3. YTeuka uHGOpMAIMH TP IIOMOIITH ITOOOYHOTO MEKTPOMArHUTHOTO H3Ty4eHUs 1 HaBoaok (IIOMUH).

4. Cranpmapt ISO/IEC 17799:2005

5. Crammapt ISO/IEC 27001:2005.

6. Cranmapt BS 7799-3:2006.

7. O630p HOBBIX M MIMPOKO UCIIONB3YEMBIX KPUITOTPA()UIECKUX CTAHAAPTOB U allTOPUTMOB

8. O030p COBpEMEHHBIX MMPOTPAMMHBIX CPEJCTB KPUIITOTPaPUIECKOTO yIpaBiIeHHUS JaHHBIMU (MU pOBaHUE,
yaalieHHue, CO3/IaHue 3alIUIICHHBIX TUCKOB H T.1I.).

9. IIpoTokoisl MU POBaHUS MPH Tepeaade mo cety (B T.4. 6ecripoBogHoif). [Ipumepst (WPA u T.11.

10. O630p MPOrpaMMHBIX CPEICTB BHITOJHEHUS aKTHBHOTO ayIHTa.

11. 3amuta ot xormuposanuss CD, DVD nmuckos

12. IenmoctHOCTh MHGOpMarmu. CpencTsa pe3epBHOTO KonmupoBaHus. O030p UMEIOIIUXCS CPEICTB

13. Bupryansasie MammHbl. [Ipumepst. Pabora ¢ VM Ware.

14. Metons! 1 cpencTBa HASHTH(OUKAIINA U ayTeHTU(UKAIINN B KOMITBIOTEPHBIX CHCTEMAX.

15. YerpoiicTBo 1 paboTa OECKOHTAKTHBIX KapT, CMapT-KapT, AMEKTPOHHBIX KIFOUEH U T.II.

16. Knaccudukanus BpeTOHOCHBIX MTPOrpaMM. MeToIbI 3alTUTHI, AITOPUTMBI padOThI IPOTHBOOOPCTBYIOITUX
TIPOTPaMM.

17. IpuHIun paboTH IPOTPaMMHBIX U alllIapaTHBIX MEXCETeBHIX dKpaHoB (MD). IIpemnaraeMbie BO3SMOKHOCTH.

18. PermreHus 1o 3aniute OT HECAaHKIIMOHUPOBAHHOTO MCIIOIB30BaHUS MOOMIIBHBIX YCTPONCTB (MOOUITHHBIX
tenedonoB, cmapTdonos, KIIK u T.1m.)

19. 3ammra Web-cepBepa. Opranuzanus goctymna k Web-cepBepy 1 mpocMoTpa HHGOPMAITHH.
20. » Oprannzanus u 3ammra VPN-ceteii. bezomacHocts VoIP
TunoBbIe MPAKTHYECKHUE 3aIaHHS:

1. 3amuTa oT mepexpara Tpaduka, IepeaaBacMoro 1o paguokananam (wi-fi, bluetooth, u 1.1.), 3ammra Touex
JIOCTYTIa, MOCTPOCHUE OECIIPOBOHBIX CETEH.

5.3. IlpumepHbIe KPUTEPUH OLIEHUBAHHS OTBETA CTYIEHTOB Ha JK3aMeHe (3aueTe):

OT1meTka Kpurepuu oueHuBanus
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- IaeTCs KOMIUIEKCHAs OLIeHKa MPE/UIOKEHHOM CUTYyaun

- IGMOHCTPHPYIOTCS IITyOOKHE 3HAHUS TEOPETUYECKOI0 MaTeprala U yMeHHE UX
"Otmaao" IIPUMEHSTh

- IOCJIEI0BATEIBHOE, TPABUIILHOE BHINOJIHEHHE BCEX 3aJaHuil

- yMeHHe 000CHOBAaHHO M3J1araTb CBOM MBICIIH, J€JaTh HEOOXOMMBbIE BHIBOJIBI

- ZIaeTCsl KOMIUIEKCHAs OLICHKA MPE/IOKESHHOMN CUTyalin

- IGMOHCTPHPYIOTCS ITyOOKHE 3HAHUSI TEOPETUIECKOI0 MaTepraia i yMEeHUe UxX
MIPUMEHSI T

"Xopomuio" - IOCJIeIOBATENbHOE, MPABUIIHLHOE BHITIOJIHEHNE BCEX 3aJaHUM

- BO3MOXHbBI IHHUYHBIE OIIMOKH, UCIIPABIISIEMbIC CAMUM CTYACHTOM I1OCIIE 3aMeYaHus
npenoxaBaTesis

- yMeHne 000CHOBAaHHO W3J1araTb CBOM MBICITH, J€aTh HEOOXOMMbIC BHIBOJIBI

- 3aTpyAHCHUS C KOMILIEKCHOM OILICHKOM HpeI[HO)KeHHOﬁ CUTyallun
- HCTIOJIHOC TCOPETUIYCCKOC O6OCHOBaHI/I€, TpeGonmee HaBOJAIIIUX BOIIPOCOB

"VYnoB1IETBOPUTEIHHO"
" " npenoiaBaTes
("3a4yreHo") .
- BBIIIOJIHEHKE 3aJJaHU NIPY MTOICKa3Ke ITPEenofaBaTess
- 3aTpyJHEHHS B (OPMYIHPOBKE BEIBOJIOB
"HeynoBneTBopuTenbHO" (- HEMpaBUIbHAS OLIEHKA NPEJIOKEHHON CUTyalul
("He 3aureHo" - OTCYTCTBHE TEOPETUYECKOI0 000CHOBAHUS BINOIHEHHS 3a1aHUI
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6. METOJIMYECKHE YKA3ZAHUS VIS OBYYATOINXCSI IO OCBOEHUIO
TACIHUATIIVHBI

1. Jlekuuu

Jlexuus - ofHa W3 OCHOBHBIX ()OPM OpraHM3ALMH y4eOHOTro Ipolecca, NMPEeACTABIAIONas COO0H yCTHOE, MOHOJIOTMYECKOE, CHCTEMAaTHYECKOE,
MOCJIeOBaTENbHOE H3I0XKEHHE IIperoaparenieM y4eOHOro MaTepHana ¢ IeMOHCTpauel caaiiioB u ¢uasMoB. Pabora oOydaromuxcs Ha JISKIUN
BKJIIOYaeT B ceOs: COCTaBlICHME HIM CJIEKEHHE 3a IIJJaHOM YTEHUs JIeKIUH, HalHCaHUE KOHCIEKTa JIEKIMH, JOIOJIHEHHE KOHCIEKTa
PEKOMEHIOBaHHOM JIUTEPATyPOil.

TpebGoBaHUs K KOHCIIEKTY JIEKLHH: KPaTKOCTh, CXeMaTHYHOCTb, MOCIE0BATENIbHAs (DHKCALNS OCHOBHBIX ITOJNOXCHHMIT, BEIBOJOB, (POPMYITHPOBOK,
0000mennil. B xoHcIekTe HyXHO IOMeYaTh BaXKHBIC MBICIIH, BBIICNATH KIIOUEBHIC CI0Ba, TepMuHEL I[locimemyromas paboTa Hax MaTepHaIoM
JIEKLHU IPETyCMaTpHBaeT NPOBEPKY TEPMUHOB, MOHATUH ¢ MOMOIIBIO SHIMKIONEANUH, clloBapel, CIPaBOYHUKOB C BHIMHCBIBAHHEM TOJIKOBAaHUI B
TeTpaab. B KoHCIIEKTe HY)XHO 0003HAYUTH BOIIPOCHL, TEPMHHBI, MaTepHal, KOTOPHI BHI3BIBACT TPYAHOCTH, IOMETUTH U IIONBITATHCS HAUTU OTBET B
pekomeHIyeMolt nTeparype. Eciu camMocTosTenbHO He ymaeTcss pa3o0parbcst B Marepuaie, HeoOXoamMo copMyiHpoBaTh BOIPOC M 3aJaTh
IIPETIOAABATEII0 Ha KOHCY/IBTAINY, Ha IPAKTHIECKOM 3aHATHH.

2. JlabopaTopHble

JlaGopartopHble 3aHATHS MPOBOAATCSA B CHCLHAIFHO OOOPYHOBAaHHBIX Ja0OpaToOpHsAX C NPUMEHEHHEM HEOOXOOUMBIX CpPEICTB OO0y4YeHHs
(;1abopaTtopHOro 060pyI0BaHHs, 00pPa3L[0B, HOPMATHBHBIX M TEXHUYECKUX JOKYMEHTOB M T.IL).

[Ipy BeIMONHEHHMH JTaOOPATOPHBIX PAOOT MPOBOAATCSA: MOATOTOBKAa OOOPYHOBaHMS W NPUOOPOB K paboTe, H3ydeHHE METOAMKH DPabOThI,
BOCHPOU3BEACHUE U3y1aEMOr'0 SABJICHUS, U3MEPCHUE BEIINYUH, OIPECACICHUE COOTBETCTBYIOIINX XapaKTEPUCTUK U HOKa3aTeH€ﬁ, 06pa60TI<a JaHHBIX
U UX aHaJu3, 0000IIeHne pe3yIbTaToB. B Xone npoBeneHus paboT HCHOIb3YIOTCS IUIaH PabOThI ¥ TAOIUIIBI TS 3aNHCel HAOMIOACHUH.

Ilpu BeIMOMHEHHH TabOPAaTOPHOU pabOTHI CTYAEGHT BeeT pabodune 3almHCH PEe3yIbTaToB H3MEPCHHM (UCHBITaHMIl), O(QOpPMILET pacdeTsl,
AHAJIM3UPYET NOJYUCHHBIC TaHHBIC MYTEM YCTAaHOBJICHUA UX COOTBETCTBHUSA HOpMaM I/I/I/I.J'II/I CpaBHCHMUS C U3BECTHBIMHU B JIMTEPATYPEC NaHHBIMU I/I/I/IJ'II/I
JTAaHHBIMH APYTHX CTYACHTOB. OKOHYATEIbHBIC Pe3yAbTaThl O(OPMIIOTCS B (hopMe 3aKITIOUCHHS.

3. 3auer

L[enL 3a4e€Ta — IPOBEPKa U OLCHKA YPOBHS IOJIYYCHHBIX CTYACHTOM CIICHHAJIBHBIX 3HAHUH 10 yqeﬁﬂoﬁ JAUCHUIINIMHE U COOTBETCTBYIOIIUMX UM
yMeHI/Iﬁ ¥ HABBIKOB, & TAKXC YMCHHUA JIOTUYCCKUA MBICIUTH, apTYMCHTHPOBATH HBGpaHHy}O Hay4YHYIO MO3UIHIO, pE€arupoBaTh Ha AOMOJIHUTCIBHBIC
BONPOCHI, OPUCHTHUPOBATHECA B MAaCCUBE HHq)OpMaHI/II/I.

IToaroroBka x 3a4€Ty HAYMHACTCA C IICPBOr0O 3aHATHA IO JUCHUIUIMHE, Ha KOTOPOM 06yqa}omnec;[ oJIy4aroT Hpe,Z[BapI/ITeJ'II)HHﬁ TIEPEICHb
BOIPOCOB K saqéry 1 CIIUCOK peKOMeH,ZlyCMOﬁ JIMTEPATYPhI, UX CTABAT B U3BECTHOCTb OTHOCUTECJIbHO KPUTCPUCB BBICTABIICHUA 3auéTta u cneunque
TeKymeﬁ ¥ UTOTOBOM aTTEeCTAIIHH. C camMoro Havasa )eIarejabHO TIJIAaHOMEPHO OCBanMBaTh MaT€puall, pyKOBOACTBYsSICH IIEPEIHEM BOIIPOCOB K 3a49€TYy
U CIIMCKOM peKOMeH,ZlyCMOﬁ JIMTEPATYphbl, a TaKKE HyTéM CaMOCTOATEJIBHOI'O KOHCIICKTUPOBAHUA MaTepualioB 3aHATHH U PE3yNBTaTOB
CaMOCTOSTEIIbHOI'O U3YyUCHUS y‘Ie6HLIX BOIIPOCOB.

ITo pe3ysbTaTaM C1avM 3a4€Ta BBICTABIIACTCA OLICHKA «3a4YTCHO» WIIH «HE 3a4TCHO».

4. Tect

Tect 3T0 cucTeMa CTaHAAPTH3MPOBAHHBIX BOMPOCOB (33/laHMil), MO3BOJIAIOMINX ABTOMATH3HPOBAaTh IMPOLEAYPY HM3MEPEHHS YPOBHS 3HAaHMIl M
yMmeHui obyuaromuxcsi. TecTbl MOTYT OBITh ayJUTOPHBIMH U BHEayIUTOPHBIMU. [IpemonaBaTens JOBOAUT O CBEACHUS CTYACHTOB HH(MOPMAIHIO O
HIPOBE/ICHHUH TeCTa, ero Gopme, a Takxke 0 paszelie (TeMe) JUCLIHUILIMHEL, BRIHOCUMOK Ha TeCTUPOBaHUE.

ITpu caMOCTOATENBHON MMOATOTOBKE K TECTUPOBAHHUIO CTYCHTY HEOOXOAHMO:

—  mpopabotate MH(MOPMALMOHHBIA MaTepuan 1o AMCLHILIMHE. [IpOKOHCYIBTHPOBAaThCS C HperofaBaTeleM IO BONPOCY BbiOOpa ydeOHOH
JIUTEpaTypBI;

— BBISICHUTB BCE YCIIOBHS TECTHPOBaHHs 3apaHee. HeoOxoquMo 3HaTh, CKOJIBKO TECTOB BaM Oy/eT MPEUIOKEHO, CKOJIBKO BPEMEHH OTBOJMTCS Ha
TECTHPOBAHHE, KAKOBA CHCTEMA OLICHKH Pe3yIbTaToB U T.1.

— paboras ¢ TeCTaMH, BHUMATENIBHO U 10 KOHIIA IIPOYECTh BOIPOC ¥ MPEAIaracMble BAPUAHTBI OTBETOB; BHIOPATh NPaBUIIbHBIC (MX MOXET OBITh

HECKOIIbKO); Ha OTACIBHOM JHCTKE OTBETOB BEIMHCAaTh LU(Py Bompoca U OyKBBI, COOTBETCTBYIOIIME INPaBHIBGHBIM OTBeTaM. B cmyuae
KOMITBIOTEPHOTO TECTHPOBAHHS yKa3aTh OTBET B COOTBETCTBYIOIIEM T0JI€ (TOJISX);

— B IIpOLIECCE PEIICHUsS JKeIaTeNbHO MPHUMEHSATh HECKONBKO MOIXOA0B B PEIICHHH 3aJaHUs. DTO IO3BOIIET MAKCUMAIBHO THOKO ONEPHPOBATh
METONAaMH PELICHNS, HAXOMs KaXIbIi pa3 ONTUMAaJbHbI BAPHAHT.

— PpeIIMTH B IEPBYIO OYepelb 3a1aHNs, HE BEI3BIBAIOIINE TPYAHOCTEH, K TPYAHOMY BOIIPOCY BEPHYThCS B KOHIIE.

— OCTaBHUTb BPeMs JUIs IPOBEPKU OTBETOB, YTOOBI N30EXkKaTh MEXaHUUECKHX OIIHOOK.

5. Icce

Occe - 9TO MPO3aHYecKOe COYMHEHHE HeOOIBIIOro 00beMa M CBOOOJHON KOMIIO3HIUM, BBIPA)KAIOIlee HHAWUBHAyalbHbIC BICYATICHUS U
coo0OpaXKeH!s 10 KOHKPETHOMY IIOBOJY MIJIM BOIPOCY M 3aBEIOMO HE NPETCHAYIOLIEe Ha ONpPECNSIONIYI0 WIM MCYEPIBIBAIONIYI0 TPAKTOBKY
peaMeTa.

CTpyKTypa 3cce ONpeneiseTcs MpeabsBIsIEMbIMA K HEMy TPEOOBAHMSMH:  MBICIM aBTOpa 3cce MO MpobieMe H3iaralorcs B GopMme KpaTKHuX
TE3HCOB; MBICIIb JODKHA OBITH IOAKPEILICHA JJOKA3aTeIbCTBAMH - II09TOMY 3a TE3HCOM CIIEAYIOT apryMeHTH! . [Ipu HammcaHHu 3cce BaXKHO TaKKe
YUUTBIBATh CICAYIONINE MOMEHTHI:

Bcetymienne u 3akiarodueHue JODKHBI (OKYCHPOBaTh BHHMAaHHE HAa IpoOneMe (BO BCTYIUICHHH OHA CTaBUTCS, B 3aKIIIOYEHHH - PE3IOMUPYETCS
MHEHHUE aBTOpa).

HeobxonumMo BbIeneHIE a03a1ieB, KPaCHBIX CTPOK, yCTAHOBICHHE JOTHUECKOM CBA3H a03aleB: TaK JOCTUTACTCS IIEIOCTHOCTE PaOOTHL.

CTunb M3JI0XKEHHA: 3CCE HPUCYIIH 3MONMOHAIBHOCTh, SKCIPECCHBHOCTD, XyJIOXKECTBEHHOCTb. JlOMKHBIA 3(deKT obecrnednBaroT KOPOTKHE,
IIPOCTHIE, Pa3HOOOPa3HbIE 110 HHTOHAIMH MIPSUIOKECHS, yMeI0oe HCIOIb30BaHKe "'caMOr0 COBPEMEHHOTO" 3HaKa NPEIUHAHHUS - THPE.

OTarsl HAKMCAHNUS 3cCe:

1. mammcath BCTyIUIeHHE (2—3 IPEAToXKEeHUs, KOTOPBIe CIIyKaT UL HOCIEeAyIomeH (hopMyTHPOBKH IPOOIEMBI).

2. chopmymupoBaTh nmpooieMy, KOTopast I0JDKHA ObITh BayKHA HE TOJBKO JUIS aBTOPA, HO H JUIS APYTHX;

3. 1aTh KOMMEHTapHH K Ipobieme;

4. cdopmynupoBarh aBTOPCKOE MHEHHE U TIPUBECTH apryMEHTALHIO;

5. Hamucarh 3aKII04eHHE (BBIBOJ, 0000IICHHE CKa3aHHOTO).

Ipu oopmireHHH 3cce ClieayeT NPUAEPKUBAThCS PEKOMEHALNI, PEICTaBICHHBIX B IOKyMeHTe «PertaMeHT o)opMIIeHHs TUCBMEHHBIX PaboTy.

6. Keiic-3agaun
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Keiic — 3T0 onucaHne KOHKPETHOH CHTYaLMH, OTPaXKaloLeil KaKyo-nu00 NPaKTHYECKY0 POOIeMy, aHAIN3 U IIOMCK PELICHHUS] KOTOPO TTO3BOJISIET

pa3BUBaTh Y 00YYaIOMIMXCS CAaMOCTOSATEIBHOCTh MBIIIJICHUSI, CIIOCOOHOCTH BBICIYIIMBATh U YUYUTHIBATh AJILTEPHATHBHYIO TOYKY 3PEHHUS, a TAKXKE
apryMEHTHPOBAHO OTCTaUBATh COOCTBEHHYIO MO3ULIUIO.

PexomeHmanmu mo padbote ¢ Kelcom:

1. CHauana HeOOXOIMMO MPOYHTATh BCIO HMEIOLIYIOCS HH(POPMALIUIO, YTOOBI COCTABUTH LICIIOCTHOE MPEACTABICHHE O CUTYAlMH; HE CIIEAYeT cpasy
aHAIIM3UPOBATH ATy UH(POPMAIHIO, JKENATEIBHO JHIIb BBACIUTD B HEH JAHHbBIC, TTOKA3aBLUIMECS BAXKHBIMH.

2. TpebyeTcsi oxapaKTepH30BaTh CHTYALHIO, ONPEICIHMTh €€ CYLIIHOCTh M OTMETHTh BTOPOCTCIICHHBIC DJIEMEHTBI, a TaKkKe CHOPMYIHPOBATH
OCHOBHYIO TpoOieMy W mpoOneMbl, €ii MOm4MHEHHble. BaXHO OIECHUTH Bce (DaKThl, KacaroUIMecs OCHOBHOW mnpoOneMbl (He Bce (hakThl,

H3JI0)KCHHBIC B CUTYALMU, MOTYT OBITh IIPSIMO CBSI3aHBI C HEM), M MOMBITAThCS YCTAHOBUTH B3aUMOCBSI3b MEXK/Y IIPHBEICHHBIMHU JaHHBIMH.

3. Cnenyer copMynHpoBaTh KPUTEPHIA AJIs MPOBEPKH MPABHIBHOCTH MPEATIOKEHHOTO PEIICHHS, MOMBITATHCSI HAWTH albTepPHATUBHBIC CIIOCOOBI
pEeLICHHUS, €CIU TaKUe CYIIECTBYIOT, M ONPEICIUTh BapHAHT, HAanOoJIee yIOBICTBOPSIONIHII BEIOPAHHOMY KPUTEPHIO.

4. B 3aki0ueHnH He00X0AUMO pa3paboTaTh MepeucHb MPAKTUUECKUX MEPOTIPUATHH 10 Pean3aliy MPEAI0KEeHHOTO PEIICHHS.

S. Jlnist mpe3eHTaluu pelieHus Keiica HeoOX0AMMO BU3YaIH3UPOBATh PEIICHHE (B BHC dJICKTPOHHOM MPE3eHTALMHU, H300paKeH s Ha JOCKe U TIp.),
a Takke 0()OPMUTH MTUCHMEHHBIH OTYET 1O KEHCy.
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7. MEPEYEHBb OBPA3OBATEJBHBIX TEXHOJOT Ui

1. PazBuBaroniee oOyueHwe

2. [Ipobnemuoe oOyueHue

3. [IpoeKTHbIE TEXHOJIOTHH

4. ITuppoBbIe TEXHOIOTUU OOYICHHUS
5. Kelic-texnonoruu
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8. OIIMCAHUE MATEPHUAJIbHO-TEXHUYECKOM BA3BI

1. KOMITBIOTEPHBIN KJIacC — ayTUTOPHS ISl CAMOCTOSTEIILHONU PabOThI
2. naboparopus
3. yueOHas ayTuTOPHS TSI CEMHHAPCKIX, MPAKTHIECKHUX 3aHATHI
4. yaeOHas aymuTOpHUs A7 JCKIIMOHHBIX 3aHATHN
5. KOMIIBIOTEPHBIHN KJI1acc
6. JINieH3NOHHOE MPOTPAMMHOE 00eCTICUeHIE:
- Oneparmmonnas cucrema Windows 10/«Axstr O6pazoBanuey 11
- Microsoft Office Professional Plus/LibreOffice
- ArTHBHpYCHOE mporpammHoe obecnieuenue Kaspersky Endpoint Security ays 6usneca - CrangaptHbiid Russian
Edition
- CripaBo4Has npaBoBasi cuctemMa KoHCyIbTaHT TuTIoC
- 7-zip/MeHemkep apXuBoB
- Adobe Acrobat Reader DC/TIpocmotpmuk pdf u djvu-gokymeHTOB
7. Ciennanu3upoBaHHOE 000PYIOBAHNE U TEXHIUYECKHE CPENICTBA OOYICHHUS:
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